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A Letter from the Author 

Why I Wrote This Book and Who Should Read It 
 

From the Desk of James Pearson 

President, The Computer Center 

 

Dear Colleague,  

Equifax. Yahoo!. Home Depot. Target. It's all been 
in the news. The horrible and scary fact that at any time you 
and your business may be the prey. Honestly, you're low-
hanging fruit. Most small law firms don't have the resources, or 
know-how to protect themselves from hackers and 
cybercriminals. 

That's why I wrote this book. I wanted to give attorneys like 
you a simple, straightforward guide that not only answers your 
questions in plain English but also provides vital experience-
based information. Most IT companies don't know, or they may 
not tell you this critical information which could protect you, 
your staff, and your firm from costly breaches and make you 
vulnerable to identity theft. 

My name is James Pearson, author of "10 Costly Mistakes Most 
Small Business Owners Make with Their Computer Systems, 
and How YOU can Avoid Them". I am President of The 
Computer Center, and my organization has been providing IT 
services in Janesville and the surrounding area since 1983. 
While you may have never heard of us, I hope that by the time 
you finish this book, you'll be glad you finally did. 

The simple fact is your firm is a target. Cybercriminals use 
sophisticated, automated software to scan the Internet for 
networks like yours that are not adequately protected. I hope 



 

 

that this information arms you with the critical facts you need 
to avoid being one of their victims. Of course, we are always 
available as a resource for a second opinion or quick question. 
Please feel free to contact my office directly if I can clarify any 
points made in this book or answer any questions you have. 

 

Dedicated to serving you, 

 

James Pearson, President 
The Computer Center 
www.computer-center.com 
608-755-1524 

 

 

About the Author 

With over 30 years of experience in the computer industry, 
James purchased The Computer Center from its founder Paul 
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has included computer sales, repair, and classroom instruction. 
He is a Microsoft Certified Professional, holds a Bachelor of 
Arts degree in Communications from Beloit College, and he 
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daughters. 

He is currently speaking on cybersecurity to small businesses, 
training their staff on how to identify scams and identity 
thieves, and protect themselves from the real and growing 
cyberattacks aimed at small businesses.   

For more information about booking a speaking engagement 
or providing training to your organization, please contact The 
Computer Center at 608-755-1524. 
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The 7 Layers of Security EVERY Law Firm 

Must Have!  

Security is no longer just an issue for large companies such as 
banks and financial institutions. Why are law firms at risk 
now? Because they store more and more personal and 
confidential data, and that amount is growing day by day as we 
move to a paperless society.  

Another reason they are at risk is that small businesses and 
law firms do not typically have the knowledge or the resources 
to dedicate to protecting their data.   

Think about all the sensitive data you might have and store.  
This data does not necessarily have to be credit card data or 
social security numbers, or even health care information.  It 
can be Human Resources data.  It can be information about 
your employees, client transaction data, case information; lots 
and lots of data that is private and valuable.  

So, what is the answer to this? The solution to protecting your 
data as a law firm is to implement layers of security. Most firms 
fail in this aspect because they may have only one or two 
layers. Alternatively, they have improperly implemented the 
layers they have put into place leaving their data exposed. 

Each of the layers can be implemented cost-effectively by 
nearly any law firm.  Now, that is not to say that you should not 
seek out professional assistance to do so. I highly recommend 
it. Once implemented, the layers, if properly maintained, will 
provide a level of security that will allow you to sleep easier at 
night.   

Let us review each of the layers. 
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Layer # 1 – Updated and Patched Operating 
Systems and Software 
The foundation of security is keeping your computers and 
software patched and updated completely.  This patch and 
update includes both the operating system (like Windows) and 
third-party software such as your web browsers, Adobe 
Acrobat, and just about any other piece of software.   

A consistently and adequately updated system is your first line 
of defense.  

In 2017 Equifax experienced a cybersecurity breach that 
exposed personal data of 143 million Americans.  The 
criminals took advantage of a known security flaw in software 
that Equifax was using.  Even though the software 
manufacturer had identified and released a fix for the 
vulnerability three months before the breach, Equifax had 
failed to install the required updates. 
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It is estimated that unpatched vulnerabilities are the source of 
over 60% of data breaches (darkreading.com – 4/2018).  
Unpatched systems are the reason that Windows XP is such a 
security risk now. End of support for Microsoft Windows 7 and 
Server 2008 (both in January of 2020) is of significant concern 
to the IT industry.  Because of this, these systems will pose a 
substantial risk to any business that still has them. 

I must also expose the misconception that keeping a computer 
with a discontinued operating system is not a risk if ‘nobody 
uses it for surfing the Internet.’  The truth of the matter is that 
if it connects to your network, it poses a threat.   In May of 
2019, Microsoft released a security patch for Windows XP – 
despite XP not being supported for five years.  Why?  Because 
the vulnerability allowed hackers to access Windows 7 
computers via the Windows XP machines on the network.  
Further, you do not have to actively be surfing the Internet on a 
device for cybercriminals to discover it. They use automated 
software to scan for such networks and attack. 

Layer #2 – Hardware or Software Firewall 
Next on our list is your hardware or software firewall. This 
blocks holes in the network and keeps out cybercriminals. 
Your firewall may be handled by a router, access point, or even 
software on your computer.  

Firewalls are what allow or block traffic from passing in and 
out of your network.  For most of us, this means getting out to 
the Internet.  For every type of traffic, we must open a port, a 
hole if you will, in the firewall.  Each hole then allows traffic to 
enter or leave the network.   

The issue is that many firms purchase a router from a big box 
store and install it with the default settings.  Many do not even 
change the default passwords, which get published on the 
Internet for anyone who wants them. 
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That means that within minutes, I can gain access to your 
network by merely identifying your router (easy to do with the 
right software) and using the default username and password.   

What you need is a properly configured router that has NOT 
been left with default settings. 

Further, hardware devices (like routers and access points) 
require software updates as well.  We call this type of software 
“firmware.”  Why is regularly checking and updating firmware 
of your device important?  The same reason that software 
patches are essential. 

In 2018 it was discovered that the technique we have been 
using for years to encrypt and protect data transferred over 
wireless networks was no longer secure.  A vulnerability called 
“KRACK” was uncovered, requiring every manufacturer release 
a patch to protect against that vulnerability. 

Some manufacturers did release a new firmware to deal with 
this vulnerability. While many did not, meaning you have to 
stop using the device or leave your network exposed. 

In short, hardware devices must be appropriately configured 
and, like everything, maintained regularly. 

Layer # 3 – Antivirus Software 
Antivirus software is the one layer that I find just about 
everywhere.  Honestly most companies have something in 
place. 

In 2018, 68 million pieces of new malware were released for 
the Windows platform alone.  Moreover, if you think your 
phone, tablet, or Macintosh computer are not susceptible to 
malware and viruses, think again. 
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Unfortunately, it is no longer adequate to use free or even paid 
antivirus programs to protect against this constantly changing, 
rapidly growing threat.   

We now recommend anti-malware software that is actively 
monitored by people.  The first thing a malware program 
attempts to do is disable the antivirus software (giving the 
malware free reign of your system). Having monitored 
antivirus software adds a human layer of protection to 
software that can and often does fail. 

Layer # 4 – Web Content Filtering 
Web content filtering may be provided by hardware or 
software and can be included as part of another piece of 
software such as your antivirus program or even as a 
component of email filtering software.   

Web filtering works by reviewing each site that you visit 
against a database of known malicious or phishing websites.   
The software maintains a database of such sites, much like 
antivirus software keeps a list of known malicious programs.   
For sites that are not in the database the software reviews the 
page and, based on keywords and overall content, may block 
the website from being accessed. 

This layer is crucial in today's environment and is the most 
overlooked.   

Users can be directed to malicious websites by clicking links in 
phishing emails, mistyping a website address, or clicking on a 
search result. Other ways would be from clicking on an ad via a 
page they are on, or from pop-ups. They can be redirected to a 
website by malware already installed on the computer. 

This layer of protection has an additional benefit to your 
business.  A good content filtering program can be configured 
to block legitimate but unwanted sites during work hours.  
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For example, you may want to block timewasters such as 
Facebook for everyone in the office except the marketing staff.  
You could prevent certain types of content, such as sites falling 
into the category of pornography or drug use.  Another 
example would be to block sites that stream lots of content, 
such as music or video websites.   

Besides protecting your network and data, the business 
implication of implementing filtering like this is improved 
productivity and increased bandwidth.  Limiting where 
employees can go on the Internet leaves more bandwidth for 
business applications.  Depending on your software and the 
Internet provider in your area, leveraging web filtering in this 
way can significantly increase the responsiveness of network 
applications. 

Layer #5 - Email Filtering 
More than ninety percent of targeted cyberattacks reach their 
victims through email right now.  Protecting your inbox is one 
of the key layers in keeping your data and network safe. 

Identity thieves and criminals carefully craft emails that 
appear to be legitimate, or impersonate someone in your 
organization, looking to fool the recipient into disclosing 
sensitive information.  Some examples are via an email 
conversation, or by tricking the reader into clicking a link that 
directs them to a website seeking to collect personal account 
information. 

These types of emails are becoming more sophisticated, even 
fooling educated cybersecurity experts and trainers.  Installing 
a layer of protection between the outside world and your inbox 
not only helps filter out these unwanted messages but also has 
additional business benefits. 

It is important to note that email filtering is different from 
relying on your email service, or Outlook's junk or spam folder.  
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They help sort out unwanted emails from the rest of your 
communications but the email has already delivered to your 
inbox. 

In contrast, an email filter receives and reviews all emails 
before being sent to your inbox.  This review prevents them 
from being opened accidentally (often enough to launch a virus 
or exploit a vulnerability), and from taking up space and 
resources on your internal network.  Your staff will be more 
productivity since they spend less time sorting through emails 
to find what is truly important. Another benefit is a lower 
burden on computing resources such as storage space, and 
lower costs and requirements related to system backups. 

A sound filtering system also gives you additional control over 
your corporate data including the ability to globally block and 
filter unwanted emails, provide archiving of emails, and a 
failover in case your primary email system goes down.   

Layer #6 - Backup and Disaster Recovery 
Not too long ago backup solutions were not a part of your 
security suite.  However, that is no longer the case.   

The advent of ransomware has made this layer necessary.  
Ransomware is malicious software that quietly scrambles and 
encrypts the files on your network.  It does this in the 
background without alerting anyone, until it is too late.  Once 
completed, the software notifies users of what has happened 
and demands a ransom be paid to decrypt the files.  These 
ransoms have ranged from a couple of hundred dollars to 
millions in some high-profile cases. 

After a ransomware attack, you have two options, pay the 
ransom and hope the criminal provides the key, or restore 
your systems from backup. 
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Unfortunately, most law firms still have ineffective, old-school 
backups. If you are backing up nightly to a hard drive that 
someone in your staff is supposed to swap out every morning, 
you are setting yourself up for failure. 

This type of backup is practically worthless today.  Let me 
explain. 

If your firm suffered a ransomware attack or experienced a 
software or hardware failure and I needed to restore your 
server or critical computer to a functioning state from this type 
of backup, it would take me hours and possibly even a day or 
two if I had to order parts. The process is long, painful, and 
costly. What if your system fails at 4 pm on Thursday and your 
most recent backup was from 11 pm on Wednesday? You have 
now lost a whole work-days' worth of data that must be re-
created. All the while, your business is down because of this 
process. 

In today's business environment this type of downtime and 
cost simply is not acceptable.  What you need to be focusing on 
is not backups, but business continuity.  How quickly and cost-
effectively can your business be back up and running after a 
hardware or software failure, or a cyber-attack? 

The backup and disaster recovery solutions required in today's 
economy should meet the following criteria: 

First, backups should occur several times throughout the day.  
This process can be as frequently as hourly.  This strategy 
alone can save your firm hundreds, if not thousands of dollars.  
The more often you back up your data, the more you reduce 
your risk of the previous backup failing.  Failed backups 
happen more than you imagine. By having multiple 
opportunities throughout the day, as opposed to once per day, 
you increase your chances of having a good backup you can use 
when you need it. 
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Next, your backups should be snapshots, not just files.  Each 
backup should be a complete image of the server or computer 
you are protecting.  This process significantly reduces the 
amount of time it takes to get your business back up and 
running. We restore the entire system at once, not by 
rebuilding the computer and then restoring your data. 

Third, your backup and disaster recovery system must be 
monitored and verified every day.  I've found in my 30 years in 
this business, that few people check to see that the backup 
worked. Despite what the software reports about a backup 
being successful, it still must be tested.   When it comes time to 
restore your data, you need to be sure that it is possible, and no 
data corruption has occurred. 

Having your backup offsite is the next priority.  Leaving that 
hard drive in a drawer, or right next to the device you just 
backed up, or in your car, is not good enough.  While rare, a 
fire, water pipe burst, or break-in, that damages or destroys all 
those backup drives make them worthless.  Instead I 
recommend that your backups automatically be encrypted and 
sent offsite to a secure location.  Additionally, this makes 
retrieval of your data due to an event that prevents access to 
your business location less of an issue, allowing your company 
to be back up and running quickly. 

Finally, the best scenario allows your backup solution, which is 
doing everything I mentioned above, to act as replacement to 
your server.  This means that, either via a local back up device 
in your office, or a remote location the data has been backed up 
to, can be 'activated,' and a copy of your system is up and 
running and accessible in minutes, not hours.    

In summary, old-school backup techniques are not good 
enough to protect your data and your law firm.  You need 
something that provides frequent, tested, and automated data 
backup that is verified by people, and has a feature allowing 



Essential Cyber Security for Your Law Firm 

 

10 

you to be back up and running in minutes instead of days or 
hours. 

Fortunately, these types of backup and business continuity 
solutions are readily available and less costly than you might 
think, especially when compared to the expense and stress of 
losing valuable data and the downtime a cyber-attack or other 
event can cause. 

Layer # 7 - Education 
We've come to the final layer in our security model for your 
law firm.   The truth is, that even if you properly implement all 
the layers up to this point, no solution is 100% secure.  The bad 
guys are continually working to circumvent each of these 
layers. 

Identity thieves and cyber criminals have turned their 
attention to targeting us as individuals in very non-technical 
ways to gain access to our data.  Email and the phone are two 
powerful tools that criminals are using. 

To protect your company, it is now a necessity that you train 
your staff on the current threats.  It is imperative that you 
provide education to your employees on how to accurately 
identify fake emails and websites and other clever tricks that 
cybercriminals employ.   

Ongoing education in the form of webinars and in-person 
training is growing in availability and provides a cost-effective 
way to get your staff familiar with how to keep your company 
and client data safe. 

Pulling it All Together 
None of the layers I've discussed here represent a high cost or 
burden for your firm. Each, if done correctly, can be put into 
place in some fashion, by even the most frugal business.   
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However, you should seek out professional assistance in 
implementing each layer.  As I have mentioned, properly 
selecting and implementing the right software and hardware at 
each level is best left to a trusted IT partner.  Without proper 
implementation, the layers can be worthless. 

It is also crucial to mention that each layer requires at least 
occasional maintenance and follow-up.  Like so many things in 
an IT environment today that is different from years past, you 
cannot adopt a set-it-and-forget-it attitude.  Therefore, partner 
with an IT company that understands these layers and can 
discuss, implement, and maintain them with you. 
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The Top 10 Ways Hackers et Around Your 

Firewall and Anti-Virus to Rob You Blind 

Are You a Sitting Duck? 

Law firms and small businesses are under attack. Right now, 
extremely dangerous and well-funded cybercrime rings in 
China, Russia and Ukraine are using sophisticated software 
systems to hack into thousands of firms, just like yours, to steal 
credit cards, client information, and swindle money directly 
out of your bank account. Some are even being funded by their 
government to attack American businesses. 

Don’t think you aren’t in danger because you are not a big 
target like a J.P. Morgan or Home Depot? Think again. About 
82,000 NEW malware threats are released every single day. 
HALF of the cyber-attacks occurring are aimed at firms just like 
yours; you just don’t hear about it because it is kept quiet for 
fear of attracting bad PR, lawsuits, data-breach fines, and out of 
sheer embarrassment. 

The National Cyber Security Alliance reports that one in five 
small businesses have been victims of cybercrime in the last 
year. That number is multiplying as more companies utilize 
cloud computing, mobile devices, and store more information 
online. You can’t turn on the TV or read a newspaper without 
learning about the latest data breach, and government fines 
and regulatory agencies are growing in number and severity. 
Because of all of this, it is critical that you protect your 
business from these top 10 ways that hackers get into your 
systems. 

They Take Advantage of Poorly Trained Employees.  
The #1 vulnerability for business networks is the employees 
using them. A phishing email is one that is cleverly designed to 
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look like a legitimate email from a website or vendor you trust. 
Just by opening and clicking this email, it is common for an 
employee to infect an entire network. If they don’t know how 
to spot infected emails or online scams, they could compromise 
your entire network.  

They Exploit Device Usage Outside of Company 
Business.  
You must maintain an Acceptable Use Policy that outlines how 
employees are permitted to use company-owned PCs, devices, 
software, Internet access and email. I strongly recommend 
putting a policy in place that limits the websites employees can 
access with work devices and Internet connectivity. Further, 
you have to enforce your policy with content-filtering software 
and firewalls. We can easily set up permissions and rules that 
will regulate what websites your employees will access and 
what they do online during company hours and with company-
owned devices.  

Having this type of policy is particularly essential if your 
employees use their personal devices to access company email 
and data.  

If an employee is checking unregulated, personal email on their 
own laptop that infects that laptop, it can be a gateway for a 
hacker to enter YOUR network.  

If an employee leaves, are you allowed to erase company data 
from their phone? If their phone is lost or stolen, are you 
permitted to remotely wipe the device – which would delete all 
that employee’s photos, videos, and texts – to ensure YOUR 
clients’ information isn’t compromised?  

Further, you may not want to permit employees to access 
highly sensitive data on devices that are not secured. That does 
not mean an employee might not innocently “take work home.” 
If it is a company-owned device, you need to detail what an 



Essential Cyber Security for Your Law Firm 

 

15 

employee can or cannot do with that device, including 
“rooting” or “jailbreaking” the device to circumvent security 
mechanisms you put in place. 

They Take Advantage of WEAK Password Policies.  
Passwords should consist of letters, symbols, and at least one 
number, and be at least 8 characters in length. On a cell phone, 
requiring a passcode to be entered will go a long way toward 
preventing a stolen device from being compromised. Your 
network administrator can enforce this rule to avoid 
employees getting get lazy avoiding putting your organization 
at risk. 

In my cyber security seminars and training events, I show 
interviews with two hackers.  Both point to weak passwords as 
one of the easiest ways to access your data. 

They Attack Networks That Are Not Properly 
Patched with The Latest Security Updates.  
New vulnerabilities are found frequently in standard software 
programs you are using, such as Microsoft Office.  Therefore, 
patching and updating your systems on a regular schedule is 
critical. If you are under a managed IT plan, this can all be 
automated for you, so you do not have to worry about missing 
an important update.  

The Equifax breach in 2017 is a prime example of 
cybercriminals taking advantage of a window of opportunity to 
exploit un-patched software.  In Equifax’s case, the software 
vendor had released a security patch three months before the 
breach.  However, Equifax had failed to install the patch, 
leaving them open to hackers. 

It is estimated that inadequately patched software and 
operating systems cause 60% of all security breaches. Patching 
your systems, and all the software running on your network 
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should be one of the highest priorities when it comes to 
security. 

They Attack Networks with No Backups or Simple 
Single Location Backups.  
Simply having a solid, reliable backup can foil some of the most 
aggressive (and new) ransomware attacks. CyrptoLocker is the 
best-known virus of this type. If your files are backed up, you 
do not have to pay a crook to get your files back. A good backup 
will also protect you against accidents - an employee 
accidentally (or intentionally!) deleting or overwriting files, 
natural disasters, fire, water damage, hardware failures, and a 
host of other data-erasing disasters. Again, your backups 
should be AUTOMATED and monitored.  The worst time to test 
your backup is when you desperately need it to work! 

They Exploit Networks with Employee Installed 
Software.  
One of the fastest ways cybercriminals access networks is by 
duping unsuspecting users to willfully download malicious 
software by embedding it within downloadable files, games or 
other “innocent”-looking apps. You can prevent this action 
with a good firewall, employee training, monitoring, and 
network security controls implemented by your IT company.   

They Attack Inadequate Firewalls.  
A firewall acts as the frontline defense against hackers blocking 
everything you have not explicitly allowed to enter (or leave) 
your computer network. However, all firewalls need 
monitoring and maintenance, just like all devices on your 
network and, should be done by your IT person or company as 
part of their regular, routine maintenance. 
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They Attack Your Devices When You’re Off the 
Office Network.  
It is common for hackers to set up fake clones of public Wi-Fi 
access points to try and get you to connect to THEIR unsafe Wi-
Fi. Before connecting to any Wi-Fi, check with an employee of 
the store or location to verify the name of the Wi-Fi they are 
providing. Next, NEVER access financial, medical or other 
sensitive data while on public Wi-Fi. Also, don’t shop online 
and enter your credit card information unless you are 100% 
sure the connection point you are on is safe and secure.  

They Use Phishing Emails to Fool You into Thinking 
That You’re Visiting a Legitimate Web Site. 
A phishing email is a bogus email that is carefully designed to 
look like a legitimate request (or attached file) from a person 
or site you trust. They try get you to give up your login 
information to a particular website willingly, or to click and 
download a virus.  

Often these emails look 100% legitimate and show up in the 
form of a PDF (scanned document) or a UPS or FedEx tracking 
number, bank letter, Facebook alert, or bank notification. That 
is what makes these so dangerous – they LOOK exactly like a 
legitimate email. 

They Use Social Engineering and Pretend to Be You.  
This is a basic 21st-century tactic. Hackers pretend to be you to 
reset your passwords. In 2009, social engineers posed as Coca-
Cola’s CEO, persuading an exec to open an email with software 
that infiltrated the network. In another scenario, hackers 
pretended to be a famous online blogger and got Apple to reset 
the author’s iCloud password. 
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The Ugly Truth about Windows, Software 

Patches, Cyber Criminal Attacks and Why 

Your Firm is At Risk 

That Was Then 
In the early days of computers, things were pretty much set it 
and forget it. Once you purchased your computer and installed 
the software on it, there was little reason ever to make any 
changes to it. The adage, "if it ain't broke, don't fix it" held for 
years, until the proliferation of the Internet. 

The introduction of the Internet created a worldwide 
computing network that has revolutionized the computer 
industry and accelerated so many things in our lives. We email 
instantly, communicate faster, and we stream movies. Also, 
virus writers can deliver viruses and take advantage of security 
flaws in your company’s network from across the world, in an 
instant. 

This is Now 
While the Internet has brought us many great things, it is also 
the one thing that makes security for your law firm such a 
severe challenge. 

Viruses, which were initially passed via floppy disks, and took a 
significant amount of time to spread, can now be emailed to 
thousands with a single mouse click. In one test, a Windows XP 
machine, unpatched, was connected to the Internet and was 
infected within 8 seconds! 

Not only does this emphasize the impact the Internet has on 
security, but it also demonstrates the importance of adequately 
patching computers and protecting them with multiple layers 
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of protection. This security includes antivirus software, 
firewalls, spam filters, and content filtering software. 

If you think that attacks on firms similar to yours are not 
possible or likely, or that you possibly could not be a target, 
think again. Law firms with less than 100 PCs are high targets 
for hackers and malware writers because these firms typically 
do not invest the type of resources into protecting their 
networks that larger corporations can and do. 

In 2019 it was estimated that 60% of all cyber breaches were 
due to unpatched vulnerabilities.  In Singapore, hackers gained 
access to a healthcare network that had been left unpatched.  
This attack was labeled the worst in the country's history and 
was completely avoidable. 

Further, malware and identity theft scams are often focused 
directly on individuals in an attempt to obtain private 
information such as credit card data. Thieves steal personally 
identifiable information and then either sell it or use it to make 
purchases in you and your clients’ names. 

The Internet's infiltration into all that we do has significantly 
accelerated the rate, and distance, that hackers and criminals 
can use to get at your sensitive data. What law firms fail to 
realize is that they often can be targeted as part of a more 
massive attack. Viruses and malware can spread to thousands 
of computers across the Internet in just moments.  Spammers 
send millions of emails at a time. Without the right protection 
for your firm, your data, and your customers’ data, is at risk. 

The advent of ransomware enables thieves to cash in even 
more. Ransomware is a type of malware that, once it infects 
your computer, encrypts your data. After completing the 
encryption quietly in the background, a message appears 
alerting you to the fact and then holds your data hostage until 
you pay a ransom. 
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We know of a handful of businesses that have been subject to 
such attacks. A report by Symantec states "Ransomware, 
including Crypto Locker, continues to prove lucrative for 
attackers. Symantec research indicates that on average, 3 
percent of infected users will pay the ransom."  

Of course, even larger companies such as Sony, Target, and 
Home Depot, struggle to protect themselves, despite all the 
resources they have at their disposal. So, how can you as a firm 
with just a handful of computers, protect your business and its 
data?   

Why Patching Your Computers is The Most Crucial 
Part of Keeping Your Network Safe from Hackers, 
Thieves, and Scammers 
Before you can fully understand the real importance of keeping 
computers patched and up to date, you must understand 
exactly what a security patch is. 

A security patch is a change applied to a software program to 
correct the weakness described by a vulnerability. This 
corrective action will prevent successful exploitation and 
remove or mitigate a threat's capability to exploit a 
vulnerability in the software. 

Security patches are the primary method of fixing security 
vulnerabilities in software. Microsoft, and other operating 
systems and software manufacturers, have security teams 
dedicated to releasing the most reliable software patches as 
soon after a vulnerability announcement as possible. 

Properly patched and secured software, including the 
operating system, is the foundation for a secure network. 
Hackers and malware authors target vulnerabilities in 
software and take advantage of the fact that there is often a 
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delay before a flaw or weakness gets discovered, and a patch is 
released. 

In the IT industry, a vulnerability that affects systems before a 
patch can be released is called a Zero-Day Vulnerability. It is 
aptly named because software vendors have had zero days to 
correct the issue. This description emphasizes the speed at 
which criminals are working to get access to your sensitive 
data. 

Windows XP recently got the most press and attention and 
illustrates just how important having a currently supported, 
properly patched computer system is. Here is what Microsoft 
says about Windows XP, whose support completely ended in 
2014, meaning it is no longer being updated or patched, even if 
new security threats become known: 

"While it's true that you can keep using your PC with Windows 
XP after support ends, we don't recommend it. For starters, it'll 
become five times more vulnerable to security risks and 
viruses, which means you could get hacked and have your 
personal information stolen." 

FIVE TIMES more vulnerable! However, XP is not the only 
vulnerability.  From January of 2020, Windows 7 and Server 
2008 are no longer supported and will face the same exposure 
and risks. 

Security researchers have shown that installing system and 
software updates are the best defense against the most 
common viruses and malware online, particularly for 
computers running Windows. Software makers often release 
updates to address specific security threats that have come to 
their attention. By downloading and installing the system and 
software updates, you patch the vulnerabilities that virus 
writers rely on to infect your computer. 
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Why Small Firms Such as Yours Can't Possibly Keep 
Up with the Cyber Criminals on Your Own 
As we have discussed, the most significant risk is that of 
hacking or malware infection. A single malware infection that 
spreads throughout your network can mean thousands of 
dollars to any law firm. Apart from the obvious costs of having 
the virus removed and cleaned up by an IT company, there is a 
loss of productivity, revenue, and reputation. 

It used to be that you could just turn on "automatic updates" 
and sleep well at night knowing that your computers were 
updated. However, that is no longer true. 

First, just about all users ignore the update notifications that 
pop up during the day. Of course, everyone wants to get to 
work and knows that installing an update may require a 
significant amount of downtime as the product downloads, 
installs, and then reboots the computer. In most cases, I have 
found that users will ignore the patch. Forever. 

Additionally, not all updates should get installed. For example, 
banks that I work with use an application that relies heavily on 
Adobe Acrobat Reader and Internet Explorer. However, the 
application is not compatible with the latest versions of these 
products. If automatic updates were enabled by default, then 
the entire organization would receive the most recent updates 
to these programs at about the same time, rendering the entire 
organization unable to function. 

Patch management has become one of the most time 
consuming and the biggest challenges in the IT industry. Even a 
small company, with just a handful of computers, can have 
hundreds of different software applications installed on its 
network. Simply setting automatic updates on each PC is no 
longer good enough. 
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Updates fail. Frequently. Depending upon Windows, your 
server, or the individual software programs to handle updates 
is much like never checking that your backup is working. 
Patches are often dependent upon other patches properly 
installing. Another common occurrence is that a patch requires 
the removal of a previous version of the software. Java is a 
perfect example of this. The dilemma is that Java is not very 
good at automatically uninstalling previous versions, causing 
the update to fail. 

You will be vulnerable unless you are diligent about identifying 
what version of the software should be on a computer. It is 
crucial to check the installation logs of every piece of software 
installed on each computer. The automatic update software 
does not reliably alert you that a product update has failed. 

Updates can break other things. An update can be released that 
is incompatible with other software you need to run your firm. 
If you have an application that depends upon a certain version 
of another software, then making sure that the two are in sync 
and NOT automatically updated is crucial. 

Microsoft released a patch in March of 2015 that caused PCs to 
get stuck in a reboot loop. In this case the patch released by 
Microsoft broke another patch if the patches happened to get 
installed out of order, which occurred in many cases where 
companies relied solely on automatic updates. 

As you can see, computer software and updates are like a big 
plate of spaghetti. You cannot move one noodle without 
everything else on the plate moving too. With so many 
intertwined and interdependent systems, it is nearly 
impossible to keep abreast of all the possible patches or the 
order in which they get applied. A myriad of things can go 
wrong. 
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Patch management is a process. It requires constant vigilance 
and maintenance. Each vendor releases patches and updates 
on its timeline, with the need to verify the effects of patching.  

Stopping a patch from installing, or monitoring patches even in 
a firm of just five computers without specialized training, 
knowledge, effort, and an investment in specialized software 
quickly becomes a management nightmare. 

You may be wondering, "Can I just manually install patches and 
updates"? While the obvious answer is "Yes" there are caveats 
and possible negative ramifications to this approach. Apart 
from the apparent time factor of going out and downloading 
each patch on each machine individually, manual installs (such 
as Acrobat Reader) can include unwanted "hitchhikers" like 
toolbars. If you are not careful, these hitchhikers can download 
from unreliable websites that contain malware-infected 
versions of the software. 

You may also be under the assumption that your Windows 
server should be handling patches for you. However, in 
patching thousands of devices over the past 20 years, I have 
found that it does not do an adequate job. Plus, it only patches 
Microsoft products.  What about all the other software? Java is 
a popular platform that can have security holes, and yet just 
about everyone has it. According to Oracle's website, Java runs 
on 97% of the Enterprise Desktops, not to mention phones, 
and even DVD players. Microsoft Windows Servers do not 
update other vendors' applications.  

The Solution? A Patch Management Process That 
Works for Law Firms  
Network security is a multi-layered process. There is no simple 
solution or a magic pill. Your data should be protected by 
multiple layers of security, the foundation of which is patch 
management.  
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At this point, you might be thinking that there is absolutely no 
way to protect yourself from cyber terrorists and identity 
thieves completely. You might even be thinking that the 
potential investment in time and headaches to keep your 
network properly patched might outweigh the risk of being 
compromised. 

Of course, I do not recommend ignoring patch management. 
Instead, what is needed is the adoption of a patch management 
process that, while not 100% effective (nothing can be), will 
allow you to sleep easy at night. 

Fortunately, help is available. IT companies that have 
experience in patch management have invested the time and 
resources to facilitate the patch management process at an 
affordable cost. 

However, as mentioned, patch management is a process.  Even 
with sophisticated software that identifies, schedules, and 
manages patches, it is not enough.  In dealing with the FDIC 
with our banking clients over the years, I have learned that 
turning on such a software program is not enough. IT solution 
providers that switch from the automatic update features built 
into Windows and other software to a more sophisticated 
software system, without including additional processes and a 
human verification element is only slightly more effective than 
using automatic updates. 

To have an effective patch management solution in place for 
your firm, it must consist of a systemized process. A process 
that leverages sophisticated patch management software, as 
well as constant human review that when properly 
implemented, looks like this: 

 Investing. Investing in a patch management 
software solution facilitates and streamlines the 
patch management process. The person overseeing 
and managing the patching process can see the 
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health and status of the organization in a single 
location. Which is more efficient than manually 
visiting each computer and pouring through all the 
event logs. 

 Disabling automatic updates. Eliminating 
automatic updates from running puts your firm in 
control of the update process. However, it requires 
an investment in another software solution that can 
manage all updates, including the operating system 
and third-party software. 

 Identifying software. Identifying all the possible 
software in the organization that may need to be 
patched by performing an in-depth inspection. Most 
efficiently done with specialized patch management 
software on each computer. 

 Creating an approval process. Not all patches 
should get installed immediately. Every 
environment is different, and an approval process 
puts your organization in control. If a line of 
business application is incompatible with the latest 
version of Internet Explorer for example, then you 
want to stop that product from updating 
automatically. There must be some way of 
preventing problematic patches from being 
approved. 

 Testing. A small portion of the organization, a test 
set, should receive the patches first. It is essential to 
test a subset of the patches, not only across a 
worldwide testbed but across your organization as 
well. What works in one organization may not in 
yours. Once a patch has proven reliable, it should 
only then become installed across the organization. 

 Scheduling. Patches should get scheduled 
regularly.  To avoid problems that can occur with 
the "set it and forget it" patch strategies so 
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prevalent in law firms. Scheduling patches provide 
a buffer from the time the patch becomes released 
to the time you install it. This delay, usually just a 
few days, allows you to verify that the patch did not 
cause any issues worldwide. News of problematic 
updates travels fast in the IT industry. Avoid a bad 
patch with just a small buffer while the "fix" for the 
patch is released. Scheduling also allows for 
patching to be done across an organization at a set 
time after hours - including a reboot. Downtime is 
significantly reduced during the workday and 
eliminates all update notifications and nagging. 

 Manual follow up. Not all patches install properly. 
A human revision process is an absolute 
requirement for proper patch management with 
continuous monitoring. Any issues that have arisen 
can be resolved by manually tracking the progress 
and success (or failure) of a patch.  In many cases, 
this resolution may mean uninstalling a previous 
version that the update could not automatically 
remove, or manually installing a patch when an 
automated process fails. 

In conclusion, individuals and businesses of all sizes are under 
attack by cybercriminals. Patch management, the process of 
keeping all the servers and computers on a network 
adequately patched and updated with the latest security 
patches, while maintaining compatibility with all your 
software, is the foundation for protecting your data, as well as 
your customers’ data. 

Patch management is no longer as simple as turning on 
automatic updates or walking around the room once a month 
and installing updates. Patches are released by multiple 
vendors and on varying schedules, making it difficult to 
maintain. 
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An investment in time and specialized software, ensures that 
patches are correctly installed. Blocking problematic patches 
or patches that may break something else in the network is 
required. 

Law firms can be one step ahead of cybercriminals with an IT 
partner that has the correct patch management process in 
place. An IT partner that has invested the time and money in 
specialized software and understands the complexity of 
properly patching your environment and has put the proper 
procedures in place. 
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What Every Firm Must Know About 

Protecting and Preserving Their Company 

and Clients’ Critical Data 

Have you ever lost an hour of work on your computer?   

Now, imagine if you lost days or weeks of work – or imagine 
losing your client database, financial records, and all of the 
work files your company has ever produced or compiled.   

Imagine what would happen if your network went down for 
days, where you could not access email or the information on 
your PC. How frustrating would that be?  

What if a major storm, flood, or fire destroyed your office and 
all of your files? Or if a virus wiped out your server?  Do you 
have an emergency recovery plan in place?   

How quickly do you think you could recover, if at all?  

Many law firms tend to ignore or forget about taking steps to 
secure their network from these types of catastrophes until 
disaster strikes. By then, it is too late, and the damage is done.   

But That Could Never Happen to Me! (And Other 
Lies Law Firms Like to Believe About Their 
Business)  
After working with over 300 small and mid-size businesses in 
Janesville and the surrounding area, we found that 6 out of 10 
companies will experience some significant network or 
technology disaster. That will end up costing them between 
$1,000 and $20,000 in repairs and restoration costs on 
average. 
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That does not even include lost productivity, sales, and client 
goodwill that can be damaged when a company cannot operate 
nor fulfill on its promises due to technical problems.  It may be 
difficult to determine the actual financial impact computer 
problems have on your business, but you can’t deny the fact 
that they do have a negative effect. If you’ve ever had your 
business grind to a screeching halt because your server 
crashed, you must have some idea of the frustration and 
financial loss to your business even if you haven’t calculated 
the exact cost. 

Imagine your law firm grinding to a screeching halt due to the 
system failure or malware infection. 

Most Computer Problems Are Hidden and Strike 
Without Warning, and at The Most Inconvenient 
Times  
Hardware failure, viruses, spyware, and other problems 
usually are not detectable until they strike. They will cause a 
server to go down, data to be lost, or some other catastrophe. 
Viruses and spyware are particularly sneaky because they are 
designed to hide while they do their damage. For example, 
spyware can secretly transmit information about you and your 
company to an outsider without being visible to you.   

Viruses, spyware, and hackers are continually attacking your 
network system even if a computer consultant recently audited 
your network. That is why we continuously monitor our 
clients’ networks because you never know when a new virus is 
going to strike.  

Unfortunately, most computer consultants only offer “break-
fix” services. That means when something breaks or stops 
working, they come in and fix it. While this may seem like a 
good setup for you, it leaves you wide open to a number of 
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threats, problems, and other disasters. It is reactive rather than 
proactive maintenance.  

Take a look at these statistics:  

 Companies experience an average of 501 hours of 
network downtime every year, and the overall 
downtime costs an average of 3.6% of annual 
revenue.  (Source: The Costs of Enterprise 
Downtime, Infonetics Research)  

 93% of companies that lost their data center for 10 
days or more due to a disaster filed for bankruptcy 
within one year of the disaster, and 50% filed for 
bankruptcy immediately. (Source: National 
Archives & Records Administration in Washington.)  

 20% of small to medium businesses will suffer a 
major disaster causing loss of critical data every 5 
years. (Source: Richmond House Group)  

 40% of small to medium businesses that manage 
their own network and use the Internet for more 
than email will have their network accessed by a 
hacker, and more than 50% won’t even know they 
were attacked. (Source: Gartner Group)  

 Of those companies participating in the 
Contingency Planning & Management Cost of 
Downtime Survey: 98% said each hour of downtime 
would cost their companies up to $100,000, 86% 
said each hour would cost up to $300,000.  (Source: 
Cost of Downtime Survey Results, 2019.)  

 Cyber-criminals stole an average of $900 from each 
of 3 million Americans in the past year, and that 
doesn't include the hundreds of thousands of PCs 
rendered useless by spyware. (Source: Gartner 
Group)  
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What These Failures Are REALLY Costing Your Firm  
Even if you do not factor in the soft costs of lost productivity, 
there is a hard cost of repairing and restoring your network. 
Most major network repairs will require a minimum of four to 
eight hours to get the system back up and running. Plus, most 
consultants cannot get on-site to resolve the problem for 24 to 
48 hours. That means your network could be down for one to 
two days.   

Since the average computer consultant charges over $100 per 
hour plus a trip fee and a surcharge, if it is an emergency, the 
average cost of these repairs is $600 to $1,000. That does not 
even include any software or hardware costs that may also be 
required. Over a year, this results in $1,800 to $3,000 in costs 
without even considering hardware and software costs, or 
other soft costs of lost sales and work hours. Of course, those 
numbers quickly multiply with more extensive, more complex 
networks.  

What is most frustrating about this situation is that 100% of 
these disasters and restoration costs were avoidable. The 
losses were significantly mitigated and inexpensively with 
little planning and proactive maintenance.  

Why Firms are Especially Vulnerable to These 
Disasters  
I’ve already discussed the need to create a partnership with a 
local IT firm that understands your needs and can discuss how 
to properly configure and maintain your network.  Once a firm 
reaches the 5-10 computer size, delegating IT responsibilities 
to the most tech-savvy person in the company no longer 
becomes economically feasible as the hours needed to properly 
manage your computer systems will quickly overshadow their 
actual position within your firm. 
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A well-meaning office manager or young lawyer may be able to 
keep up with your firm’s IT needs in the beginning, but things 
move rapidly and today’s security requires an investment in 
specially trained staff and software that your in-house “go-to” 
IT person simply does not have. 

It is only a matter of time before the network crashes or you 
find yourself faced with a serious security breach or virus. If 
you are lucky, it will only cost you a little downtime; but there 
is always a chance you could end up like one of these 
companies:  

How a Hardware Failure Cost a Local Company 
Thousands  
There are not a lot of moving parts in a computer, but the hard 
disk (where all your data is stored), is one of them.  And, it is 
the most crucial.  It is also the one component that is always 
being used and, therefore, the most susceptible to failure.  

A few years ago, I had a local business call whose server 
experienced a hard disk failure.  This failure took their server 
down, stopping all access to files, documents, and their 
accounting, invoicing, and purchasing systems. 

We arrived on the scene quickly, but it took several hours to 
jump through HP’s technical support hoops to get a new hard 
drive shipped to us.  It arrived the next day.  During that time 
the systems we could get up and running, such as the Internet, 
and email, we did.  However, that small company spent the 
whole day, and part of the next, completely down and unable to 
perform most of its business functions. It cost thousands not 
only in what it cost to have our IT staff on-site working to 
resolve the issue, but in lost revenue, wages, and productivity.  

Further, during this process, we tested the client’s backup and 
found that they had not had a successful backup in over one 
month!  Their on-site IT manager in charge of running their 
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backup went through the motions of swapping out the disks, 
but never tested the backup or looked to see if it was working. 

Fortunately, we were able to get this company back up and 
running without having to resort to restoring their system 
from backup.  However, had we needed that backup they 
would have lost over one month’s worth of work!  Can you 
imagine having to re-create one month’s worth of accounting, 
invoicing, orders, quotes, and client documents?  

With some planning and regular maintenance, or by having our 
recommended backup solution in place, all of this all of this 
was avoidable.  

Law Firm Spends Thousands of Dollars on Virus 
Cleanup  
 Another unfortunate horror story is the law firm who got 
infected with an email virus.  This virus happened just before a 
Holiday weekend.  Holidays are specially targeted times for 
virus writers and identity thieves. They know that employees 
will be spending extra time surfing the Internet and shopping 
(on your dollar I might add).  

In this case, the client had not taken our recommendation and 
installed the layers of security that we always recommend.  As 
a result, the network was infected with a Cryptolocker virus. 
Again, completely avoidable.  

Since our team had to work through the holiday weekend, the 
cost was enormous - a bill of $8,471.00 to be exact.  However, 
as I mentioned, this could have all been avoided.  

Microsoft Releases Patch that Crashes Servers  
It is not always viruses and failed equipment that can bring 
your business to a grinding halt.  
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In 2016 Microsoft released a patch that stopped Windows 
Servers from booting.  To make matters worse, after hours of 
technical support time with Microsoft, they still could not 
identify what they had done to cause this.  Companies that 
were affected came in the next morning to find that their 
servers would not boot.  For those people who had nothing in 
place to protect against this sort of thing, it meant, at worse, 
days of downtime, or at best, hours of restoring from backup.  

Fortunately, the only clients of ours that were affected by this 
had our Backup and Disaster Recover solution in place and 
experienced less than an hour’s worth of downtime that 
morning.  

 Ten Things You Must Do at A Minimum To Protect 
Your Firm From These Types Of Disasters 
It is impossible to plan for every potential computer problem 
or emergency. A little proactive monitoring and maintenance 
of your network will help you avoid computer disasters you 
could experience.  

Unfortunately, I have found that many firms are NOT 
conducting any proactive monitoring nor maintaining their 
network. Which leaves them utterly vulnerable to the types of 
disasters you just read. This is primarily for three reasons:  

#1. They do not understand the importance of regular 
maintenance.  

#2. Even if they DID understand its importance, they do not 
know what maintenance is required or how to do it.  

#3. They become swamped with more immediate day-to-day 
fires demanding their attention. If their network is working 
fine today, it goes to the bottom of the pile and no longer 
becomes a worry. No one is watching to make sure the backups 
are working correctly, the virus protection is up-to-date, and 
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that critical security patches are applied. No one is concerned if 
the network is “healthy” overall.  

I am going to share with you ten of the most important steps 
for protecting your firm and client data.  

Step#1: Make Sure You Are Backing Up Your Files  
It just amazes me how many businesses never back up their 
computer network. Imagine this: you write the most crucial 
piece of information you could ever write on a chalkboard, and 
I come along and erase it. How are you going to get it back? You 
are not. Unless you can remember it, or if YOU MADE A COPY 
OF IT, you cannot recover the data. It is gone. That is why it is 
so important to back up your network. Several things could 
cause you to lose data files. If the information on the disk is 
important to you, make sure you have more than one copy of it.   

Step#2:  Use Only Image-Based Backups  
It is no longer good enough to just backup the files that are 
important to you.  File-only backup solutions are slow to 
recover because you have to reinstall and reconfigure 
everything from scratch before even getting to the point of 
restoring your data.  Windows, software, users, mailboxes, 
permissions, and everything else must be set up before you are 
back in business again.  Using an image-based solution, 
especially one that you can “spin up” instantly, turns this long 
tedious process into one that can take as little as 20 minutes.  

Step #3:  Take Multiple Snapshots Throughout the 
Day.  
The amount of data you stand to lose is directly related to the 
frequency of your backups.  If you are only taking one backup 
each day, then your data will only be protected at that single 
point in time.  Disasters strike at the most inconvenient times.  
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Your server fails at 4:30 pm and your most recent backup is 
from the previous evening at 11, causing you to lose an entire 
day’s worth of work! Plus, you better hope that your only shot 
at backing up your data that night succeeded! 

Step #4: Keep an Offsite Copy of Your Backups  
What happens if a fire or flood destroys your server AND the 
backup drives? This is how hurricane Katrina devastated many 
businesses into bankruptcy. What happens if your office gets 
robbed and they take EVERYTHING? Having an offsite backup 
is simply a smart way to make sure you can get your business 
back up and running in a relatively short period of time.  

Step #5: Check Your Backups Regularly To Make Sure 
They Are Working Properly  
This is another big mistake I see. Many firms set up a backup 
system, but then never check to make sure it is working 
correctly. It is not uncommon for a system to APPEAR to be 
backing up when it is not. There are dozens of things that can 
go wrong and cause your backup to become corrupt and 
useless. That is why it is not enough to simply back up your 
system.  You have to check it regularly to make sure the data is 
recoverable in the event of an emergency. Remember my story 
of the company whose data had not been backed up in over a 
month?  Don’t let that happen to you! 

Step #6: Make Sure Your Virus Protection Is ALWAYS 
On AND Up-To-Date  
You would have to be living under a rock to not know how 
devastating a virus can be to your network. You cannot afford 
to be without up-to-date virus protection.  Virus attacks come 
from spam, downloaded data and music files, instant messages, 
web sites, and emails from friends and clients. 
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Not only can a virus corrupt your files and bring down your 
network, but it can also hurt your reputation. You will make 
many people angry if you or one of your employees 
unknowingly spreads a virus to customers, or if the virus 
hijacks your email address book. 

The first thing viruses attempt to do is quietly disable your 
virus protection.  You must use monitored protection that is 
verified by a person. 

Step #7:  Protect Your Email from Phishing, Viruses, 
and Spam  
Most viruses and identity theft scams are spread via email 
these days.  All it takes is a single, convincing email to get a 
well-meaning employee to click on a link to infect your entire 
network.  

You have seen the clever emails, pretending to be someone you 
know and asking you to click a link or open an attachment.  
Once this happens, you have given these crooks “permission” 
to infect your network.  You must have as many layers of 
security as possible in place.  Neglecting to protect your firm 
from the myriad of viruses spread via email is merely 
negligent.  

This filtering should not be confused with the spam filtering or 
junk mail folder found in your email software like Outlook.  It 
must be a filter that checks your emails before they even arrive 
at your inbox. 

Step #8: Set Up A Firewall  
Law firms tend to think that no one would waste time trying to 
hack into their network when nothing could be further from 
the truth. Experiments conducted where a single computer 
connected to the Internet with no firewall within hours, over 
13 gigabytes of space was taken over by malicious code. The 



Essential Cyber Security for Your Law Firm 

 

41 

simple fact is that there are thousands of unscrupulous 
individuals out there who think it is fun to disable your 
computer just because they can, or for financial gain. 

These individuals strike randomly by searching the Internet 
for open, unprotected ports. As soon as they find one, they will 
delete files or download huge files that cannot be deleted, 
shutting down your hard drive. They can also use your 
computer as a zombie for storing pirated software. 
Alternatively, they send spam causing your ISP to shut YOU 
down and prevent you from accessing the Internet or sending 
and receiving email.   

If the malicious programs cannot be erasee from your system, 
you will have to re-format the entire hard drive. Which will 
cause you to lose every piece of information you have ever 
owned UNLESS you were backing up your files properly (see 1 
to 5 above). 

Properly configured routers, access points, and software 
firewalls are a must.  Candidly, most that I am asked to audit 
are not.  They have not even had the default username and 
password changed! 

Step #9: Update Your System with Critical Security 
Patches as They Become Available  
Get the most up-to-date security patches and virus definitions 
installed on your network to avoid hackers can accessing your 
computer through a simple banner ad or through an email 
attachment.   

Not too long ago, Microsoft released a security bulletin about 
three newly discovered vulnerabilities that could allow an 
attacker to gain control of your computer. The attacker would 
trick users into downloading and opening a maliciously crafted 
picture. At the same time, Microsoft released a Windows 
update to correct the vulnerabilities. You were completely 
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vulnerable to this attack if you did not have a process to ensure 
you were applying critical updates as soon as they come 
available.   

Here is another compelling reason to ensure your network 
stays up to date with the latest security patches. 

Most hackers do not discover these security loopholes on their 
own. Instead, they learn about them when Microsoft (or any 
other software vendor for that matter) announces the 
vulnerability and issues an update. That is their cue to spring 
into action. They immediately go to work analyzing the update 
and crafting an exploit (like a virus) that allows them access to 
any computer or network that has not yet installed the security 
patch.   

The time between the release of the update and the release of 
the exploit is getting shorter every day.   

When the “Nimda” worm was first discovered back in the fall of 
2001, Microsoft had already released the patch that protected 
against that vulnerability almost a year before (331 days). So 
network administrators had plenty of time to apply the update. 
Of course, many still had not done so, and the “Nimda” worm 
caused lots of damage. However, in the summer of 2003, there 
were only 25 days between the release of the Microsoft update 
that would have protected against the “blaster” worm and the 
detection of the worm itself! 

Someone needs to be paying close attention to your systems to 
ensure that critical updates are applied as soon as possible. 
That is why we highly recommend firms without a full-time IT 
staff allow their consultants to monitor and maintain their 
network.  
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Step #10:  Educate Your Staff 
No software or hardware solution, or any combination of 
layers of protection, is 100% guaranteed to protect you.   

Despite all the tools an IT provider puts in place, individuals 
within your organization still represent the weakest link in the 
security fence. 

This is truer now more than ever.  In 2019 individuals moved 
to the top of the list as the single largest targets for hackers and 
identity thieves.   

Cyber criminals have recognized that employees are the key to 
getting around security systems.   Social engineer, fooling 
someone into granting access or revealing sensitive 
information, is becoming increasingly effective in 
circumventing technological securities. 

Continuous education on how to identify current email and 
phone scams, and how to respond to suspected security issues, 
is a key to protecting your firm and clients’ data. 
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Protecting Client Data – Behavior vs 

Technology 

Protecting your firm’s and clients’ data requires both a 
technological and behavioral application.   Technologically you 
can protect your data by adding several layers of security.  
These layers generally tend to keep the bad guys out.   

When faced with protecting the data that leaves your firm’s 
control, behavior and training become significantly more 
important than any technological application you can apply.  
For example, as an IT company, I can install software that 
monitors outgoing data for key patterns, attempting to identify 
data that may be sensitive.   

This type of software, referred to as Data Loss Prevention 
(DLP) software, reviews all outgoing emails, for example.  As 
the software reviews an email, it looks for keywords, 
numerical patterns, such as those for Social Security numbers 
or driver’s license numbers, and then acts upon those if 
needed.  In most cases DLP software will alert the sender that 
the data may contain protected or sensitive information and 
ask the sender to verify their intent to send the data.  This 
software then allows you to correct the issue, if there is one, 
before the email goes out. 

Another way that DLP software may prevent the data being 
exposed is by encrypting it, without any additional human 
intervention.  Once encrypted, an email gets sent to the 
intended recipient with instructions on how to access the 
encrypted email securely. 

In the first example, we have two crucial things going on.  First, 
by requiring the sender to stop and verify their actions, there is 
some training happening.  The software forces the user to 
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think about the email’s contents and make the ultimate 
decision. 

Requiring this human interaction also helps avoid false 
positives.   If the email truly does not contain sensitive 
information, the sender can proceed with the email normally.  
This interaction prevents extra steps on the recipient’s end, 
avoiding frustration and possible confusion. Only emails that 
genuinely need to be secured are encrypted.  

The risk is that the decision about whether to follow through 
with the encryption process resides with the sender.  That 
means that as a firm you will need to invest some time and 
resources in training and educating staff about what should be 
considered sensitive and the limitations of the DLP software. 

Technology can only go so far in keeping your data safe and 
confidential.  You and your staff will need to learn the 
limitations of each piece of software and new technology 
implemented and spend the necessary resources on training 
existing staff as well as making that training part of your new 
employee onboarding process.  
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What Every Lawyer Must Know about Data 

Encryption and Security 

Data encryption is the process of taking human-readable data, 
such as a document or email and scrambling it.  This process is 
like using a cipher or secret code, such as is used by the 
military to send confidential information. The computer 
applies a key that then converts the data back to human-
readable form. 

When we discuss security and technology, encryption becomes 
a critical factor in keeping you and your clients’ data safe.   
However, as with any technology, there are some limitations 
you need to be aware of to keep your data secure. 

Data can be encrypted in several ways, and at a variety of 
stages in the data’s storage and transmission.  These two 
stages are commonly referred to as “at rest” and “in transit”. 

Encrypting Your Data at Rest 
When we talk about data “at rest,” we mean that you are not 
currently using the data.  It is stored. 

Stored data can reside in several locations while at rest.  Such 
as your desktop or laptop’s hard drive, on your server, your 
website, on a USB or other external hard drive, or a backup 
device. 

When data is encrypted at rest, it protects from malware or 
thieves that may attempt to reach the files and view them.  In 
most cases, once the encrypted data leaves the system it is 
stored on, it cannot be read without the proper software and 
decryption keys.   

It is important to encrypt data at rest whenever possible. 
Cybercriminals can access the data via malware or gaining 



Essential Cyber Security for Your Law Firm 

 

48 

access remotely to data such as that on a server or computer. 
Also, encrypting data at rest protects against theft or loss of 
devices such as mobile devices, laptops, and backup drives.  

The biggest challenge with encrypting data at rest is that there 
is some, although minimal, performance drop in accessing the 
data. Since the data needs decrypting before you can read it, it 
takes additional computing power to do so. An example would 
be when you open up a Word document from an encrypted 
drive on the server. Before Microsoft Word can display the 
material, it must take extra steps to decrypt the text. Further, 
depending on the technique used, in the case of laptops, the 
hard drive is decrypted using a security key that a user may 
need to enter before the computer boots.  

Another challenge is that encrypted drives pose a problem if 
there is ever a legitimate need to restore data from a device 
that has encryption. Since the whole point is to make the data 
difficult to access, having an encrypted device may make 
troubleshooting issues more difficult.  

Plan your security and decide how encryption fits into that. At 
a minimum your plans should include ensuring that all laptops 
and mobile devices that contain corporate data are encrypted. 
This plan should almost always be non-negotiable. Next, the 
encryption of backups, especially those that leave the site, such 
as on an external hard drive, must be encrypted. The potential 
for loss of such devices is just too high to not encrypt them.  

Whether or not data at rest gets encrypted on a server is 
something that you should discuss with your IT provider - 
weighing the pros and cons.  

Encrypting data in transit 
When we discussed data in transit, what we are talking about 
is encrypting the data as it gets sent between two locations. An 
example would be an email between two people. Another 
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example is data entered on a website, such as in an order form, 
that should be encrypted and sent directly to the website 
owner.  

Encrypting data in transit works well when there is a direct 
link or control between the sender and the receiver. For 
example, in the case of placing an order on an online store, the 
vendor has control over the form, and that can be encrypted 
because it goes directly to that vendor’s database. 

However, when we need to send data between two different 
parties, such as an email between you and a client, the 
challenge becomes much more difficult.  

In the case of an email, the workaround usually entails 
software that intercepts the email that is intended to be 
encrypted, encrypts it, and stores it somewhere safe, encrypted 
at rest.  Then, an unencrypted email is sent on to the recipient 
requesting that they log in to this encrypted storage location. 

Most people are familiar with this process because of the 
health care industry. When you get an email from your health 
care provider, that email does not come directly to your inbox. 
Instead, you get directed to a secure website that requires you 
to log in to view the encrypted email.  

The challenge, as a law firm, comes in the process. It is 
sometimes confusing and challenging, especially when dealing 
with clients that may not be technically savvy.   The 
unencrypted emails may, rightly so, be mistaken as spam or 
phishing scams by the client, and therefore ignored.   The 
burden then is instructing your clients on how your encryption 
system works, and how they can communicate with you 
securely. 

The other challenge is that, once the data leaves your control, it 
can be released, accidentally or purposefully, without your 
knowledge. 
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Encryption should be in place in your firm for as much data as 
possible.  At the very least, any device that leaves your firm 
with important data should be encrypted to protect it from loss 
or theft.  Additionally, data that is at rest on backup devices, 
websites, servers, and workstations should be considered a 
bare minimum. 

Finally, data that transmits outside of your firm to vendors or 
clients should be encrypted either automatically or via human 
decision, whenever confidential information gets sent.  The 
most common place this gets done is when communicating via 
email. 
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Should Your Firm Move to The Cloud?  Is it 

Secure? 

The Cloud has been the buzz for quite a while now.  However, 
its adoption seems to be spotty at best.  Certain industries, 
such as with my legal and insurance clients, adoption is even 
slower.    

There seem to be two significant reasons for this slow 
adoption.  The first is caution.  This is understandable and 
justifiable.  In more regulated industries, there is a real 
understanding of the need to protect and be good stewards of 
your clients’ data. Most attorneys and their staff already know 
that they must safeguard and secure their data and have been 
doing so for years.  I am confident that you and your team 
already know this and have a good understanding of what data 
must be protected.  Confidentiality is nothing new to your 
industry. 

However, technology seems to get in the way and muddy the 
waters, often making this protection, more difficult.  This is 
because the second reason I find that lawyers are hesitant to 
adopt cloud-based technologies is simply a lack of 
understanding and knowledge.   

Let us start by exploding the myth that you are not using the 
Cloud right now.  I often get a response of “we just do not trust 
the cloud” or “it is just not secure.” However, these are the 
same people that send emails regularly, shop online, and have 
no problem using the Internet as their primary source of 
research and reference materials.  Even though court records 
and background checks are now accessible online, the thought 
of storing YOUR data online seems foreign, if not scary. 

As you contemplate your Cloud strategy, know that it does not 
have to be an all-or-nothing affair.  Many of my clients, 
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including law firms, make this transition over time.  This 
approach allows an older, more established firm that may have 
a server in-house, the opportunity to plan for the next big 
migration, training staff on new technologies over the course of 
the transition. 

Moving to the cloud certainly has its pros and cons, including 
security concerns.  Let us review a couple of the significant 
concerns that can affect your decision.  I will also point out 
some misconceptions about the Cloud versus on-premises data 
storage and how that might affect your decision. 

First, let us discuss security.  This is usually the main concern 
when it comes to moving data to and working predominately 
in a Cloud environment. 

The misconception is that the Cloud is less secure than storing 
the data in-house.  When we look at some of the major headline 
making data breaches, such as Home Depot and Target, the 
interesting thing to note is that the effected systems did not 
live in the Cloud.  These were traditional devices and servers 
that were under the control of the organizations themselves. 

In these scenarios the data itself was not stored in a cloud-
based environment.  Instead, the Internet and our prolific 
connection to it provided the vehicle to access these internal 
networks.    

Before the Internet, the global network that now connects us 
all, viruses were spread via floppy disks and later via USB 
drives.  The Internet and email systems, in a significantly 
higher volume than before, allow attacks from all over the 
world. 

Further, when we discuss network security, it is estimated that 
1 in 5 law firms (about 22%) will fall victim to a cyber-attack.  
This is regardless of where the data is stored.  The reason for 
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this is not where the data is stored, but because firms rarely 
have the knowledge to protect themselves adequately.   

So, the question of using the Cloud, instead of an internal 
server to house your data, is not the issue.  Also, one location is 
not inherently better than the other.  Whether the information 
is stored at your site or on someone else’s remote server does 
not change the need for security, but it does shift the burden. 

Let us take Microsoft, for example.  Microsoft’s trust center 
(https://www.microsoft.com/en-us/trust-center) outlines all 
the steps it takes to protect the data stored in its data centers.  
One of the keys is that Microsoft employs several layers of 
security including physical protection, data encryption, 
monitoring, and more.   

Microsoft’s standards meet more certifications worldwide than 
you and I ever could on your local server.  Partnering with a 
trusted provider, such as Microsoft is a crucial factor in 
deciding where to host your firm’s confidential data. 

However, while Microsoft guarantees the availability of the 
services (uptime) and puts in place these protections, it does 
not back up your data.  Microsoft’s stance is “It is your data.  
You own it.  You control it.”  This stance includes how you 
handle your data and puts the burden of backing up on you. 

When you look at Cloud-based practice management software 
such as Clio, PracticeMaster, or applications such as Worldox, 
most now have entirely Cloud-based versions.  When 
evaluating this route, you will need to weigh the benefits of 
passing off some of the burden and costs associated with 
maintaining the software in-house vs. leveraging their Cloud 
platforms.   

Although we are discussing security in this book, part of 
making this decision must be workflow and productivity.  The 
ability to access your documents, cases, and communications 

https://www.microsoft.com/en-us/trust-center
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off-site has almost become the norm.  This access gets done 
quickly by leveraging a truly Cloud-based application as 
opposed to using a VPN or clunky remote-control software to 
access files stored only inside your network. 

Ultimately, the burden of protecting your clients’ data still falls 
on you. Partnering with reliable, well-known vendors and a 
trusted IT professional to provide the software and storage you 
need is essential. 

Your local IT professional must understand the responsibility 
of securing your network. Despite where the data gets stored, 
it is still a task that takes constant monitoring, maintenance, 
and proper configuration.  Each device that accesses the data 
must be secured. Staff must get trained in the limitations of the 
software and appropriate uses of technology to avoid 
accidentally exposing your firm to the headaches associated 
with a data breach or accidental release of confidential 
information from someone within your organization. 

Working with your trusted IT partner, you must evaluate the 
security risks and who is responsible for each layer. Following 
up on the example above, just because the data is securely 
stored in a trusted Cloud environment, the burden of 
controlling and backing up that data will still fall on you and 
your firm. 
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The Truth About Electronic Communication 

and Security 

It is nearly impossible to avoid using email to communicate 
with clients and vendors today.  However, when it comes to 
protecting confidential information, do you and your staff 
know how to properly protect that information adequately?  
Are you aware of what you can and cannot send and say via 
email? 

I know that you are accustomed to protecting your clients’ data 
and keeping things private.  It comes with the territory.  Where 
I find most firms expose themselves is not understanding the 
technology and what is required to protect that data.  As an IT 
guy, not an attorney, I am going to discuss this from a 
technological standpoint, not a legal one.  I assume that you 
know what you can and cannot reveal. You may not know that 
by using certain technologies in a particular way, you may be 
inadvertently exposing that data to unnecessary risk. 

I am going to use email predominately for this discussion.  
First, it is the most common way we communicate in today’s 
world.  Second, it is the one I find people can make mistakes 
most frequently and easily. 

Let us assume that you are using Microsoft Office 365 and that 
Microsoft is hosting your email in its Cloud-based servers.    

Microsoft provides several layers of security to protect your 
communications automatically. It has a variety of services that 
you can add to help you better manage your email.  Microsoft’s 
protections include physical security of the servers where your 
emails ultimately reside. Monitoring against outside threats, 
and encryption of your data at rest when your email is at their 
server. 
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There are critical behavioral factors you must be aware of 
when sending emails. This is according to Microsoft’s 
“HIPAA/HITECH Act, Implementation Guidance for Microsoft 
Office 365, and Microsoft Dynamics CRM Online”. While the 
document gears towards the healthcare data industry, it 
reveals essential facts about the limitations of technology to 
protect private information. 

Even though emails can be encrypted when delivering email to 
someone outside your network, there are portions of the email 
that cannot be encrypted, even when using other software or 
services. 

The to, from, cc, bcc, and subject fields, for example, cannot be 
encrypted.  Since these are required fields for routing the email 
between two servers (we call them the email headers).  They 
must remain in plain text.  To be protected, confidential 
information cannot be in those fields.   

Additionally, file names should not contain private information 
as these can also not be encrypted.  Therefore, a client’s social 
security number, or even name as part of an Excel 
spreadsheet’s title that would then get forwarded via email 
would expose that data. 

Securing your email communication then requires that you 
train you and your staff about these technological limitations.  
Since file names cannot contain identifiable information, does 
it make sense NEVER to use that information? 

Here are my recommendations when considering how to use 
email safely and securely in your practice: 

1. Choose your vendor carefully.  The company that hosts 
your emails should have the physical and data security 
in place to protect your information.  Microsoft does a 
great job of this.  However, it is essential to know that 
their responsibility is different for corporate accounts 
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than it is for home and student accounts.  This is true 
with most vendors and certainly applies to the myriad 
of free email services out there including personal 
Gmail, Yahoo!, Outlook.com and accounts provided by 
your web host.  Never use personal accounts in your 
practice. 

2. Know the limitations of the vendor’s responsibility and 
ability to protect your data.  Not only does this include 
things like external backups, but also an awareness as 
to how the product functions, as I described above. 

3. Leverage a third-party spam filtering product.  Right 
now, 90% of current identity theft attacks are coming 
through email. It is crucial to protect your clients’ 
privacy by stopping these emails from ever reaching 
your staff’s inbox. It is essential that you understand 
that this type of filtering happens before the email is 
delivered to your Inbox and is different from a junk mail 
folder.  I also recommend that you choose from a 
separate vendor, even though companies like Microsoft 
offer spam filtering. Redundancy, additional uptime, 
and the ability to provide failover in case of an outage 
with the other vendor are a variety of reasons to make 
this choice. Even Microsoft cannot guarantee 100% 
uptime.  Using a separate vendor for filtering will allow 
you access to an alternate way to send and receive 
emails in case Microsoft’s servers become inaccessible 
for any reason. 

4. Enable encryption.  Encrypting outgoing email when 
necessary is a must.  While this adds a layer of 
complexity, for both you and the client, it allows for 
genuinely secure communication via email.  Email 
encryption works by intercepting an email, encrypting 
it, and then sending instructions on to the recipient 



Essential Cyber Security for Your Law Firm 

 

58 

about how to log in to a secure website to view and 
respond to these emails.  It requires the client to 
initially set up an account the first time they use the 
service. Most people are now accustomed to this type of 
communication, thanks to the healthcare industry. 

5. Use Data Loss Prevention (DLP).  DLP is software that 
reviews emails as they are sent from your organization 
and compares them to a set of policies.  DLP then 
attempts to identify possible security and privacy 
breaches, such as sending a credit card or social 
security number in an email, and either automatically 
taking action, such as encrypting the email, or forcing 
the sender to approve the email before it goes out or 
proceed to encrypt it.  This layer of security will help 
with accidental exposure caused by a staff member. 

Communicating via email has become the norm.  However, 
understanding how it functions and what the technological 
limitations of protecting sensitive data are is crucial.  It is also 
important that you work with a trusted IT provider to develop 
whatever technological protections you put into place. Then 
train your staff on their usage. 
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Why You Must Have Two Wireless Networks 

in Your Office.  

Having access to the Internet seems to be a requirement these 
days.  Most of us are connected 24/7 via phones, tablets, 
laptops, and computers.  Even our TVs and thermostats are 
connected.  If you have a modern office, with a small 
conference room in which you meet with clients, they may 
have asked to connect to your Wi-Fi. 

It is best to have two wireless networks configured, whether or 
not you want to provide your guests and clients with Wi-Fi 
access while they are in your office. For the sake of this 
chapter, I am going to call one of those wireless networks your 
internal network and the other your guest wireless network. 

If you currently only have one Wi-Fi connection in your office, 
you still must have a secondary guest Wi-Fi available. Even if 
you only allow your staff to use that connection and don’t 
share the password with vendors or clients, it’s about security.  
Let me explain. 

The laptop you use daily, the tablet you take to court with you, 
and all the smartphones that you and your staff have, every 
device that connects to your wireless network, adds a point of 
exposure and risk to your data. Even if you never intend on 
allowing Joe Public or Susan Client access to your Wi-Fi you 
must still invest in the proper equipment and time to configure 
two very distinct wireless networks. 

When a device, such as a smartphone, connects to your 
Internal network via the Wi-Fi, it has the potential to access 
and expose your private data. The same is valid with any 
device. Tablets and phones are increasingly targets for 
malware. Further, each device becomes an additional burden 
on your network, using bandwidth and network resources.  
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Phones are always pulling data from the Internet, even when 
the owner is not actively surfing Facebook.  

In a properly configured and secured network, even a small 
one, you should have internal and guest Wi-Fi connections 
available. In both cases, these configurations should be 
encrypted, use modern devices (within the past 2 years) that 
are still supported by the manufacturer, and have complex 
passwords on them.   

In 2016 a serious vulnerability (called KRACK) was discovered 
that exposed all wireless devices.  This vulnerability allows a 
hacker to access your data even on a password-protected 
wireless network.  The industry’s reaction to this lead to 
manufacturers taking one of two forms of action. They released 
software updates to their equipment such as access points, 
routers, and wireless network cards built into your devices. Or, 
they recommended purchasing a newer device that resolved 
the issue.  This vulnerability, by the way, is one important 
reason to ensure that your IT provider is updating your devices 
regularly, at least once a year, but preferably more often. 

Assuming you have equipment in place that can handle 
properly configuring two separate wireless networks, your IT 
company should segregate these two networks.  That means 
that anyone connected to the guest wireless connection is 
genuinely in a network that is separate and distinct from your 
internal system.  

Additionally, with business-grade equipment (not the router 
you buy at the big box store), you should be able to apply limits 
as to how much data someone on your guest wireless 
connection can use. You don’t want a clients’ child sucking up 
all your Internet bandwidth watching YouTube videos out in 
the waiting area. Your bandwidth should be dedicated to 
business functions. Not only should you cap the data used on 
this network, but you should also limit the amount of time that 
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someone can remain consistently connected to that network. A 
reasonable amount of time is six hours or less.   

Once correctly configured, your business devices, such as 
laptops, should be using the dedicated internal wireless 
connections. Meanwhile, all personal devices, from all staff, and 
all guests to your office, should be required to use the guest 
network. 

By properly configuring your Wi-Fi with a trusted IT partner in 
this fashion, you can reduce your risk of virus infections and 
data theft from external devices over which you have no 
control, and limit the amount of bandwidth that is used by 
those devices, ensuring that you have the speeds and 
performance you and your staff need to work efficiently. 
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Understanding Metadata and How to 

Protect Your Clients’ Data 

For most attorneys, the concept of metadata and its 
importance are not new.  Metadata is data that describes other 
data.  Metadata is in electronic documents of all sorts, from 
websites, emails, Word documents, and PDFs. 

Since the metadata may contain everything from the original 
author of the document to revealing the edits it has gone 
through, ensuring that it gets removed before it leaves your 
office is essential.   

In many cases, converting a Word document to a PDF gets rid 
of much of the metadata.  Enabling Word’s “Track Changes,” 
markups or comments features during the document’s creation 
may get removed by converting into a PDF by using Word’s 
“Save as PDF” feature. You can also remove them by printing 
the material to a PDF writer such as that provided by Adobe 
Acrobat.   

However, it is still important to verify that all the metadata 
gets removed.  In Word documents, you can inspect the 
metadata by selecting “Info” from the File menu and then 
selecting the “Inspect Document” feature.  This action will 
search the form for metadata and even give you the option of 
removing that data. 

One of the best ways of controlling metadata is to reduce the 
amount that gets inserted into the document in the first place.   

One common practice is to re-use old documents as templates.  
Unfortunately, the original document’s metadata can be carried 
forward to each new document that you create based on that 
original.   If you are using a template, be sure to verify the 
metadata in that document first. 
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As an additional recommendation, using Adobe Acrobat, not 
the Reader but the Standard or Professional versions of the 
software, gives you a great deal of control of the PDF itself.  You 
can edit the PDF, and then save a final version once you are 
satisfied with the metadata that you have chosen to include. 

While all techniques for dealing with metadata are beyond the 
scope of this book, it is essential to know the basics of what 
metadata is and how it can end up in the documents you share 
outside your organization. 
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46 Security Tips to Protect Your Business 

Security Tip #1: This will SHOCK you about bank 
fraud on business accounts.  
Did you know your COMPANY’S bank account doesn’t enjoy the 
same protections as a personal bank account?   

For example, if a hacker takes money from your business 
account, the bank is NOT responsible for getting your money 
back. (Don't believe me? Ask your bank what their policy is on 
refunding money stolen from your account!) Many people 
think the FDIC protects you from fraud; it doesn’t. It protects 
you from bank insolvency, NOT fraud. 

Quick Tip: Setup email alerts on your account, so you get 
notified any time money withdraws from your account. The 
FASTER you catch fraudulent activity, the better your chances 
are of keeping your money. If you contact the bank 
IMMEDIATELY, you have a very high probability of foiling a 
hacker’s attack. 

Security Tip #2:  Working from home? DON'T! Until 
you read this.  
If you plan on catching up on some work from home AND you 
are using a personal device such as a smartphone or own 
laptop - DON'T! Unless your equipment gets covered under 
your IT department’s protection plan, you could accidentally 
introduce a virus to the company's network. 

ONLY devices that are under the vigilant watch of patching, 
updating and monitoring should be used to work remote. It 
would help if you worked with your trusted IT company to 
develop secure and approved ways of accessing company data. 



Essential Cyber Security for Your Law Firm 

 

66 

Security Tip #3: Use STRONG passwords! 
Thanks to powerful brute force attack software readily 
available online, hackers can try tens of millions of possible 
password combinations per second. For example, hacking 
software can guess a five-character password in under three 
hours.  If you only use lowercase letters, it's 11.9 seconds. 

You KNOW you need to have a better password than 
"password" or "letmein" if you have any hope of keeping 
hackers out of your PC; but what does a "strong" password 
mean? A good password should be at least eight characters 
long (or longer!) and have a combination of uppercase and 
lowercase letters, numbers and symbols that are hard to guess. 
Don't use dictionary words with proper capitalization because 
they’re easy to guess (like Password123#).  Even though it 
meets the requirements we just discussed, it’s easily hacked.  
Remember, hackers have sophisticated password-hacking 
software that will run 24/7/365.  If you want a quick tip for 
remembering your password, use a phrase and insert letters 
and number into it, like $h@KeNb8ke.  

Security Tip #4: If this type of alert pops up, DON'T 
click on it! 
You are working at your computer when all of a sudden, BAM! - 
you get a pop-up notification that your PC is infected with a 
virus and you must "click here" to run a scan or install 
antivirus software.  This is a common scareware tactic used by 
hackers and identity thieves to get you to click and download a 
virus.  

Often it will appear to be a system alert or a Microsoft 
operating system alert. Regardless of how legitimate it looks, 
NEVER click on the site or the pop-up. The safest thing to do is 
close your browser.  Do not click on the X, "Close" or "Cancel" 
button in the pop up or on the site because clicking on anything 
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on the page or pop up will trigger a virus download. If that 
won't work, bring up your task manager (hold Control + Alt + 
Delete on a PC and Command + Option + Esc to "Force Quit" on 
a Mac) and close the web browser or application where it 
appeared.  Next, notify your IT department that this has 
happened so they can double-with a legitimate scan if your 
computer was infected. 

Security Tip #5: How to foil ransomware 
Not too long ago, the CryptoLocker ransomware virus was all 
over the news, infecting over 250,000 computers in its first 
100 days of release (at least that's the number reported - the 
real numbers are probably MUCH higher). The threat was 
straight forward: Pay us or we'll delete all your data. 

Ransomware, like the CryptoLocker attack, works by 
encrypting your files to prevent you from using or accessing 
them. After your files are compromised, the hackers behind the 
attack then pop up a demand screen asking for payment ($400 
to $2,000) within a set time frame (e.g., 72 hours or three days) 
in order to get the key to decrypt your files. The last 
CryptoLocker virus forced many business owners to lose data 
or pay up since there was no other way to decrypt the files. 

The best way to foil a ransomware attack is to be incredibly 
diligent about IT security.  However, with hundreds of 
thousands of new attacks created daily, there are no 
guarantees that you won’t get infected. Therefore, it is critical 
to maintain a backup of your data OFF-SITE so that IF you do 
get whacked with ransomware, you can recover all your files 
without having to pay a thin dime.  I recommend a backup 
solution that runs more frequently than once a night, to reduce 
the amount of data you’ll lose if you do get attacked.  Don’t 
forget to back up off-site PCs, laptops, remote offices, and 
third-party software data stored in cloud apps as well! 
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Security Tip #6: How to spot a phishing email 
A phishing email is a bogus email that is carefully designed to 
look like a legitimate request (or attached file) from a site you 
trust in an effort to get you to give up your login information to 
a particular website willingly or to click and download a virus. 

Often these emails look 100% legitimate and show up in the 
form of a PDF (scanned document) or a UPS or FedEx tracking 
number, bank letter, Facebook alert, PayPal or bank account 
notification. That is what makes these so dangerous.  They 
LOOK exactly like a legitimate email. So, how can you tell a 
phishing email from a legitimate one? Here are a few telltale 
signs:  

First, hover over the URL in the email (but DON'T CLICK!) to 
see the ACTUAL website you'll be connected to. If there's a 
mismatched or suspicious URL, delete the email immediately. 
In fact, it's a good practice to go to the site directly (typing it 
into your browser) rather than clicking on the link to get to a 
specific website.  

Another telltale sign is poor grammar and spelling errors. 
While this isn’t as true as it used to be, the US currently sends 
more spam than any other country, look for any grammatical 
errors or phrases that are generic, instead of specific, and other 
unusual wordings.  After all, your bank and Amazon know your 
name and should not be using a generic greeting such as ‘user’ 
or your email address. 

Another warning sign is that the email is asking you to "verify" 
or "validate" your login or asking for personal information. 
Why would your bank need you to verify your account 
number? They already have that information, and finally, if the 
offer seems too good to be true, it probably is.  Go old-school 
and pick up the phone and call to verify. 
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Security Tip #7: Never use PERSONAL devices to 
connect to COMPANY data 
You’re a hardworking team player who likes to check email 
and get a few things done after hours. However, here's 
something you might not know; you should never access 
company data, file servers, or applications through personal 
devices and home PCs that are not adequately monitored by 
your IT company. 

If you and your kids are using a home PC to play games, access 
Facebook and surf the web AND you’re not diligently updating 
and monitoring the antivirus software, firewall and security 
patches on the machine (and who does, honestly?), then there's 
a high probability you're infected with spyware or malware. 
Since most malware is designed to operate undetected, you 
won’t know that some hacker is watching you log in to your 
company's file server or key cloud application containing 
critical, sensitive data and capturing your login with a key 
logger. Bottom line, ONLY use company-approved devices that 
are adequately protected and monitored to access company 
data.  Also, if you can't help but take work home, work with 
your IT provider to set up a SECURE way to work remotely. 

Security Tip #8: Bookmark the LEGITIMATE 
websites you frequently visit 
Here’s a sneaky trick used by many hackers: they purchase and 
set up a fraudulent website that is a close misspelling of a 
legitimate one.  Example: www.faceboook.com instead of 
www.facebook.  All you have to do is accidentally fat finger 
ONE letter in the URL and up pops a very legitimate-looking 
fake copy of the site you were trying to get to, and the login and 
links are full of crucial logger malware and virus landmines 
waiting for you to click on them. This is particularly important 
for any social networks you belong to. 
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Security Tip #9: If you installed it, you must update 
it! 
There are thousands of hackers who get up every morning 
with ONE goal in mind: finding a new vulnerability in a 
commonly installed software (like Adobe, Flash, or QuickTime) 
to access your computer. That's why these companies 
frequently issue patches and updates for KNOWN security 
bugs.  Once a KNOWN vulnerability is announced via a patch, 
hackers get to work like crazy trying to figure out how to use 
the vulnerability to access those users who are lazy about 
installing updates. That's why it's important to update installed 
software programs as soon as possible. 

Your IT company should be monitoring your network and 
handling these patches and updates for you.  However, your 
home computers, smartphone, and other devices that may NOT 
be covered probably need a little attention. 

Security Tip #10: REMOVE that unwanted freeware 
Like it or not, PC manufacturers LOVE to stuff your brand-new 
PC full of "free" applications (they get paid to do it, so you've 
got a slim chance of getting one without a side of spamware). 
But clutter is the enemy of a speedy and secure PC.  If you're 
not using a particular software on a regular basis, it's best to 
REMOVE it altogether. That way, you don't have it sucking up 
processing speed AND leaving the door open to hackers and 
malware. 

Security Tip #11: What to do BEFORE you go to 
Starbucks 
So, you're in the car on the way home from Starbucks, basking 
in the glow of consuming your triple-shot, low-foam, extra-hot 
pumpkin-spice latte when you suddenly realize your laptop 
has gone missing. You drive back like the caffeinated lunatic 
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you are, only to discover no one has turned it in. What do you 
do? That depends on what precautions you have (or haven't!) 
taken. 

First, if you've properly encrypted your data, password-
protected the access to your device and shut down and logged 
off all key applications, you've got a bit more time to respond. 
But the first thing to do, whether or not you've taken those 
precautionary measures, is to notify your IT department that 
you've lost your device. If it has been properly configured, they 
should be able to change passwords and lock access to 
applications and data a thief may gain access to via your 
unprotected laptop. Your IT provider may also be able to 
remotely wipe your device to make sure no one will be able to 
gain access to the data stored on your computer. (Which is also 
why it's CRITICAL to back up your data daily!) 

Next, change ALL the passwords to every website you log in to, 
starting with any sites that contain financial data (your bank 
account) or company data. If your laptop contained medical 
records, financial information or other sensitive data (like 
social security numbers, or birthdays), then you need to 
contact a qualified attorney to understand what you may be 
required to do by law to notify individuals who may be 
affected. 

Quite simply, an ounce of prevention is worth a pound of cure.  
So, make sure you’ve encrypted and backed up your data, as 
well as put remote monitoring software on all mobile devices. 
Put a pin-code lock or password requirement to access a device 
after 10 minutes of inactivity and get into the habit of logging 
out of websites when you're done using them. 
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Security Tip #12: The DANGERS of Dropbox and 
other file sync apps 
If you're using Dropbox, OneDrive (for home), Google Drive or 
other consumer-grade file sync and sharing cloud applications, 
listen up! These applications pose a massive threat to your 
company because company data can be spread far and wide 
without central oversight of what information is being shared 
with whom. Further, over 7 MILLION Dropbox accounts have 
been hacked, giving cybercriminals a path into the company's 
network. 

This is even MORE important if your company has access to or 
stores financial, medical, or other sensitive data. Using file-
sharing applications like these are a clear and direct violation 
of data breach and compliance laws. The bottom line DON'T 
USE THEM FOR COMPANY DATA and use only company 
approved, business-grade file-sharing applications. 

Security Tip #13: DON'T use public Wi-Fi until you 
read this 
We're all guilty of it: connecting to free public Wi-Fi. Whether 
it's at the coffee shop, hotel, or airport, the temptation to check 
email and surf the web is just too strong to resist. So, BEFORE 
you connect to any free, public Wi-Fi, make sure the connection 
is legitimate. 

It's not uncommon for hackers to set up fake clones of public 
Wi-Fi access points to try and get you to connect to THEIR Wi-
Fi over the legitimate, safe public one being made available to 
you. Before connecting, check with an employee of the store or 
location to verify the name of the Wi-Fi they are providing. 
Next, NEVER access financial, medical, or other sensitive data 
while on public Wi-Fi. Also, don't shop online and enter your 
credit card information unless you're absolutely sure the 
connection point you're on is safe and secure. 
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Security Tip #14: Work computers and devices are 
only for ONE thing... 
That is, WORK! Never mix personal web surfing and social 
media with company devices. If you want to check your 
Hotmail account or Facebook page, do it during your lunch 
break and on YOUR personal device. Over 600,000 Facebook 
accounts are hacked every day. If you're using a company 
device to access a compromised account, you're opening the 
door to a hacker who can then get into your company's 
network via your email or PC. The bottom line don't use 
company PCs, devices, phones, or the Internet for PERSONAL 
use. 

Security Tip #15: Set up bank alerts - NOW! 
Here's a tip that might save your bacon: set up withdrawal 
alerts on your bank accounts. Many banks will send you an 
email alert whenever money is withdrawn from your account 
via check, debit card, or transfer. Setting up those alerts will 
allow you to spot and report fraudulent activity BEFORE the 
money has already been siphoned into a cybercriminal's hands. 

Security Tip #16: Make THIS password different 
from everything else 
You know you're guilty of it: using the same password for 
everything. Believe me, I understand how annoying it is to try 
and remember all those passwords; and if you're using the 
same password for sites that don't share sensitive information, 
like a login to a news feed you like to read, then it's generally 
okay. 

HOWEVER, the ONE password you want to keep unique is your 
email password. If an e-commerce site you've registered at or 
bought from gets hacked, and you've used the SAME password 
you usually use for everything to register at the site - you can 
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pretty much bet hackers are going to gain access to your inbox. 
They'll have your email, and your password to the e-commerce 
site and will use that to hack in. From there, they'll have fertile 
ground for getting all your data and other passwords. 

Security Tip #17: Don't just close your browser! 
When online accessing a banking site or any other application 
containing sensitive data, make sure you log out of the site and 
THEN close your browser. If you simply close your browser, 
some of the session information that a hacker can use to gain 
entry is still running in the background. 

Security Tip #18: Your firewall is USELESS unless ... 
A firewall is a device that acts like a security cop watching over 
your computer network to detect unauthorized access and 
activity - and EVERY business and individual needs one. 

However, your firewall is completely useless if it's not set up or 
maintained properly. Your firewall needs to be upgraded and 
patched on a continual and consistent basis, and security 
policies and configurations set. This is not something you want 
to try and handle on your own - you are best served by letting 
the pros handle that for you. 

Security Tip #19: A WARNING if you handle, process 
or store client credit cards 
If you handle, process or store credit cards in any manner, you 
are required to comply with PCI DSS or Payment Card Industry 
Data Security Standards. This is a set of LEGAL requirements 
you must abide by to maintain a secure environment. If you 
violate them, you will incur serious fines and fees. 

Are you subject to them if you take credit card payments over 
the phone? Absolutely! If you have clients that pay you directly 
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by credit card, you're subject to these laws while there are 
various levels of security standards.  Thinking you don't 
process enough to matter or that "no one would want to hack 
us" is dangerous. All it takes is an employee writing down a 
credit card number in an email or on a piece of paper to 
violate a law; and then you'll be left with legal fees, fines and 
the reputational damage incurred when you have to contact 
your clients to let them know you weren't properly storing or 
handling their credit cards. 

Getting compliant, or finding out if you ARE compliant, isn't a 
simple matter I can outline in a 1-2-3-step checklist. It requires 
an assessment of your specific environment and how you 
handle credit card information. 

A great resource is the PCI Security Standards Council or 
www.pcisecuritystandards.org.  

Security Tip #20: You've been HACKED! What's the 
first thing you should do? 
No matter how diligent you are about security, there's always a 
chance you can get hacked. That's why you need to put a plan 
in place NOW to protect yourself and your CLIENTS, so damage 
is minimized. But what should you do if you find out you've 
been hacked? 

First, contact your IT department IMMEDIATELY. The faster 
they can address the attack, and determine the extent of the 
data, applications, and machines compromised, the better your 
chances are of preventing much bigger problems. Your IT 
provider should go to work containing the attack and 
conducting a full scan of your network. 

Based on what is discovered, you may be advised to contact the 
local FBI office and your attorney. Your legal responsibilities 
depend greatly on the type of data accessed. For example, if 
medical, financial or other confidential records were stolen or 
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accessed, you are legally responsible for notifying those 
individuals that their data was compromised (your attorney 
can best direct you on what you need to do and how to do it). 

Security Tip #21: 3 rules to keeping your data safe 
in the cloud 
If you're using any kind of cloud application (and these days, 
who isn't?), you are right to be concerned about data privacy 
and security. The company hosting your data is ultimately 
responsible for keeping hackers out of THEIR network, but 
most cloud breaches are due to USER ERROR. So, it's important 
that you are being smart about security. Here are a few things 
you can easily do to improve security in the cloud: 

Maintain a STRONG password of at least eight characters with 
both uppercase and lowercase letters, numbers and symbols. 
Do NOT make it easy, such as "Password123!" While that 
technically meets the requirements, a hacker could easily crack 
that. 

Make sure the device you're using to access the application is 
secure. This is an area where you need professional help 
installing and maintaining a strong firewall, antivirus, and 
spam filtering software. Don't access your cloud application 
with a device you also use to check social media sites and free 
email accounts like Hotmail. 

Reverse-backup your data. If the data in a cloud application is 
important, make sure you're downloading it from the 
application and backing it up in another safe and secure 
location. That way, if your account is hacked or the data is 
corrupted, you have a copy. 

Security Tip #22: The #1 threat to your security is: 
YOU! And your employees. Like it or not, human beings are our 
own worst enemies, inviting hackers, viruses, data breaches, 
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and data loss, through the seemingly innocent actions taken 
every day online. In most cases, this is done without malicious 
intent,  but if you as a manager or owner aren't monitoring 
what websites your employees are visiting, what files they're 
sending and receiving, and even what they're posting in 
company email, you could be opening yourself up to a world of 
hurt. 

That's because employees' actions can subject the company 
they work for to monetary loss, civil lawsuits, data theft, and 
even criminal charges if they involve the disclosure of 
confidential company information, the transmission of 
pornography or exposure to malicious code. 

One thing you can (and should) do is configure your firewall to 
document and monitor which websites users are visiting. 
Almost all enterprise-level firewalls have this ability built-in; 
you simply need to configure it and monitor the reports 
(something your IT company can certainly help you with). But 
it's up to you to set the rules, write it into an Acceptable Use 
Policy (AUP), TRAIN employees on what is and isn't acceptable 
and then get them to sign the AUP. 

Security Tip #23: If you've ever said this, you're 
ASKING to be hacked! 
Want to know what every hacker hopes you believe? "We' re 
small...nobody wants to hack us." This is the #1 reason why 
people (companies) get hacked. They dismiss the importance 
of security because they're only a "small business." This is a 
lazy, irresponsible excuse. 

One thing is for certain: NO ONE is immune to cybercrime. In 
fact, one in five small businesses falls victim to cybercrime, and 
that number grows every year. Plus, half of all cyber-attacks 
are aimed at small businesses BECAUSE they make themselves 
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low-hanging fruit with sloppy or non-existent security 
protocols. 

Also, one more critical point to ponder: If YOU aren't giving 
security the attention it deserves, how do you think your 
CLIENTS would feel about that? If for no other reason, you 
need to do it to protect your clients' data, even if the only 
information about them you store is an email address. If YOUR 
system gets compromised, hackers will now have access to 
your CLIENTS’ email and can use that for phishing scams and 
virus-laden spam. I'm sure your clients want you to be a good 
steward of their information and privacy, so stop lying to 
yourself and get serious about putting essential security 
practices in place. 

Security Tip #24: How to keep staff from 
unintentionally causing a security breach 
With so many access points, from cell phones to a laptop and 
home computers, how can anyone hope to keep their network 
safe from hackers, viruses, and other unintentional security 
breaches? The answer is not "one thing" but a series of things 
you have to implement and constantly be vigilant about, such 
as installing and constantly updating your firewall, antivirus, 
spam-filtering software, and security patches. 

Once that basic foundation is in place, the next most important 
thing you can do is create an Acceptable Use Policy (AUP) and 
TRAIN your employees on how to use company devices and 
other security protocols, such as never accessing company 
email, data or applications with unprotected home PCs and 
devices (for example). Also, how to create good passwords, 
how to recognize a phishing email, and what websites to never 
access. NEVER assume your employees know everything they 
need to know about IT security. Threats are ever-evolving, and 
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attacks are getting more sophisticated and clever by the 
minute. 

This book is one great way to keep your employees informed, 
but you STILL need a good AUP in place and training.  

Security Tip #25: Use 2 Factor Authentication 
Two-factor authentication is when a website requires that, 
before you log in, you enter a code obtained from some other 
source, such as an email, or text to your phone.  Many banks 
require this.  Although this requires an extra step, it helps 
ensure that the person trying to log in actually has access to 
some other means of proving they own the account. 

Security Tip #26: Don't download ANYTHING you're 
not authorized to download 
So you have a big file you need to get over to your printer 
YESTERDAY, and you can't get it to "send" via email because 
the file is too big. What should you do? The right thing to do is 
contact your IT department so they can assist by installing a 
secure, commercial-grade file-sharing application. What you 
shouldn't do is download a free copy of Dropbox or some other 
file-sharing software. Dropbox and other free apps come with a 
price: SECURITY. These applications are known for security 
vulnerabilities and hacks. Plus, if your IT department doesn’t 
know about it, they cannot manage or secure it.  The golden 
rule is this: NEVER download any software or application 
without checking with your IT department first! 

Security Tip #27: Start with the basics! 
You've heard the advice countless times before: you must have 
antivirus software and a strong firewall. However, there is 
more to the security basics than a solid firewall. What about 
the employee who inadvertently clicks on an email on her 
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phone from a foreign ambassador trying to move money to the 
US. She sees it's a scam, but it's too late. Her phone is infected 
and now sending a copy of every outgoing email to a Russian 
crime network. Have you trained your employees? Don't open 
an Excel attachment called "Invoice" from someone you don't 
know - trust me. They'll call you if you owe them money. A 
single crack in your armor can open the door for network 
attacks. Get serious about locking down your devices, email 
filtering and teaching your users how to not lose last year's 
P&L to a crime ring by trying to help a Nigerian prince. 

Security Tip #28: Change your name, and I don't 
mean the last one 
Too often, we see email usernames and prefixes the same 
across multiple free email services. For example: 

jimmy67chevy@aol.com jimmy67chevy@gmail.com 
jimmy67chevy@yahoo.com jimmy67chevy@icloud.com 

This makes the work of hackers and cybercriminals way too 
easy. With the first part easy to figure out, they can get access 
to other online services and data or even spoof your email 
addresses to others. Variety is the spice of life. Introduce it to 
your email addresses. 

Security Tip #29: Keep sensitive data off employee 
equipment 
If a laptop is stolen, even a strong password will likely get 
cracked. Once the thief succeeds, any unencrypted private data 
is free for the taking. One solution: keep sensitive data on a 
secure private cloud service, so it's never on your employee's 
hard drive in the first place. By storing this information in the 
cloud, you can immediately revoke access when a device goes 
missing. If you have an internal file server in your office, make 
sure it's secured properly - you need to talk to your IT provider 
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and discuss options for shared folders for things like HR that 
only certain people need. You may have a q:\ drive for 
documents, and s:\ for accounting, and a p:\ for workflows and 
processes. Everyone can use q:\ and p:\, but only people who 
do accounting can use s:\. It's simple stuff- but think of the 
possible damages of data on a lost laptop at the airport. If you 
are in the medical field, this could also engage the Office of Civil 
Rights as a HIPAA violation. If your laptop hard drive has the 
option to encrypt, use it! 

Security Tip #30: Start with a fresh session or 
browser window 
You'd like to access the company website or a site for one of 
your vendors from work. When you click on your favorite 
browser, it opens to your homepage: msn.com,  yahoo.com. 
aol.com. espn.com. You get the point. You then select the 
bookmark for the desired website and go. BIG problem! Most 
websites these days have tracking cookies, microdots and 
other advertising and data-collection bots that sit on them. 
These little spies are now following you across your browser 
session.  Be careful with your information. Web portal sites like 
I listed are filled with ads, and the site's overhead is paid for 
with the information they get from you. 

Consider changing your homepage to something like https:// 
startpage.com/. They don't spy. 

Always open a new browser tab when navigating to a new 
website. Close the last one to keep things tidy after the new 
one loads. 

Consider using add-ons in your browser to cut down on ads 
and spies.  
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Security Tip #31: Lie, lie, lie! 
Social engineering is a big business. What is it? Figuring out 
who you are and then using that information to make money 
off of it. People list password challenge and identity 
verification publicly or at least freely on their Instagram, 
Twitter, and Facebook pages and feeds without giving it a 
second thought. Maiden name? Check. Favorite pet? Check. 
High school? Check. Town they grew up in? Check. Favorite or 
first car? Check. Throwback Thursday is a social engineer's 
dream! They love this stuff. Combat it by always giving false 
password and identity challenge and verification information 
to the sites and services that require it. Keep the answer file 
off-line or at least in a format that's not easily guessed. 
Remember, if it's a handwritten list, you can still take a photo 
of it. 

Security Tip #32: Routers are $100 at the big-box 
stores - why do I need a $900 firewall AND pay a 
maintenance fee? 
Routers and firewalls can be confusing.  They serve the 
purpose of distributing Internet to devices on the network. A 
router like you'd purchase at a big-box store is designed to 
serve the needs of the home, not the needs of the business. It's 
likely more important than the Xbox has a great Wi-Fi signal so 
little Jimmy can play his game, rather than being able to deny 
all Internet access from North Korea.  

A firewall, unlike a simple router, is intelligent. You typically 
pay a subscription fee because the firewall is continually 
updating itself to protect against the newest cyber-attacks. 
Unlike a basic router, the firewall actually looks at all Internet 
traffic passing through it to make sure it's legitimate, not a 
virus, and was requested from a computer inside. This allows 
us to block access totally to some third-world countries known 
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for producing cyber-attacks. A good firewall can also let you 
know what your staff has been up to.  Who's that looking on 
careerbuilder.com for five hours? Don't cheap out, and don't 
buy your gate to the Internet for your business at a big-box 
store. It truly is the gate between your business and the rest of 
the world, and you want a strongly armed guard, not a non-
intelligent robot, protecting you. If you can afford to invest in 
one thing, get a good firewall! 

Business-grade firewalls can be used in homes, too, especially 
if you want to control the content users can access on the 
Internet and want to see what the people in the house have 
been doing. There is no rule that a firewall is just for business; 
we sell them for use in the homes of lots of CEOs, CIOs, and 
other professionals. 

Security Tip 33: Physical security matters! 
In a recent incident reported in US news, an office secretary 
unknowingly gave some of her law firm's most private data to 
a gentleman who had bought a Comcast Cable polo shirt off 
eBay. He dressed in khakis with a tool belt and told the 
secretary he was there to audit their cable modem 
specifications and take pictures of the install for quality 
assurance. She had no reason to suspect he was part of a now-
extinct hacker ring who would gain access to a business's 
private network by going inside the office and noting the 
configuration details and passwords for their firewalls and 
cable modems. In some cases, they built a secure VPN, a private 
backdoor they later used to steal data. If someone dressed up 
in a utility-provider uniform, would you let them in? 

Ask for identification and whom they have spoken with about 
the service they are performing, and be gracefully suspicious, 
as they say in the South. Keep any company policies about how 
visitors are allowed in the building if such policies exist. If 
those kinds of policies don't exist, work to define them. 
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Security Tip #34: Don't send your private 
information to anyone! 
We see a new variant of an old scam. Here's what happens: a 
secretary gets an email from her boss - who is traveling - to 
please send him, as soon as possible, scanned copies of all the 
W2s the company issued at the end of January. The message 
appears to come from her manager, including having what 
looks like his actual email address when she looks at it in 
Outlook. She gets suspicious - she has just talked to her boss on 
the phone that morning, and he never mentioned needing that 
information. Before she collects the W2 PDFs that are on the 
HR drive, she decides to text her boss and check on it. Great 
catch! The boss never requested that information. Had she not 
been proactive and instead just completed the task assigned to 
her, she would have given a scammer all of the confidential 
information that is on a federal W2 form for every employee in 
her firm! The scammer likely would have used the information 
to commit identity theft and/or file false returns next year to 
claim the refund. 

Always be vigilant and proactive - it's better to be suspicious 
and double-check everything when dealing with confidential 
information. Try to provide that detail in an encrypted email, 
or at a minimum with a password on the files (and don't 
include the password in the body of the email!). The few extra 
minutes it takes could save months of heartache for all of your 
employees. 

Security Tip #35: Your copier is spying on you. 
Modern business equipment has radically changed how we 
conduct everyday business. Do you realize that copiers and 
multifunction printers are also one of the leading causes of 
data breaches? They are the one device on the network that 
commonly does not ever have the default password changed. 
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After all, who would want to get in and copy your settings? 
There might be a different answer if you realize that quite 
often those copiers keep images of all pages scanned on an 
internal hard drive. Perfect for someone to anonymously 
access and steal social security records and sensitive business 
data. 

Take steps to secure your MFP copier today. Change - or ask 
your IT support firm to change - default passwords on ALL 
network-connected devices. Don't forget this rule when the 
copier lease is up, and a new one is installed!  A few quick steps 
can save a lot of personal data breaches and a lot of security 
headaches down the road. 

Security Tip #36: The long-forgotten piece of 
security for road warriors. 
Do you connect to the office network or VPN (a virtual private 
network) to get some work done in the evenings, on the 
weekends or when on the road? For many, the answer is yes. 

One of the most frequently forgotten pieces of network 
security is making sure that personal devices used in employee 
homes conform to the standards in your office. Make sure your 
road warriors and remote workers have up-to-date antivirus 
software on the computers they are connecting in from and 
that a good firewall is in use when possible. Just know that it's 
generally safe to connect into work from public hotspots as 
long as your office VPN is in use. The VPN secures the 
connection between the computer and the office. Remote login 
software such as GoToMyPC and others may not use the same 
type of security as your VPN and therefore may not be safe to 
connect from a public hotspot. 
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Security Tip #37: Why is it so important to have 
unique passwords for all your online accounts? 
A complex password is a necessity in the current age of 
cyberthreats, data breaches, and other security incidents. 
Those of us who live in reality also know how hard it is to keep 
the seemingly hundreds of passwords straight, secure, and 
different. Wait, what's that? All of your passwords aren't 
different? 

Why is having different passwords so important? When an 
online retailer, or a website, gets hacked, oftentimes all you 
hear in the news is about how many credit cards were lost or 
what the financial damage was. You rarely hear about the user 
accounts that were compromised. However, if you have an 
account on a compromised website, the username and 
password you used very possibly could be published and 
available to anybody who wants to look at it on the Internet. A 
clever crook knows that you probably use the same password 
on the compromised website as you do on your eBay, Amazon 
or another online account that may have a bank account tied to 
it. A good enough chance that they're likely to try it anyway. 
Sure enough, when you used the same password on your eBay 
account that you also used to set up an account on the 
compromised website to reserve hotel rooms, buy clothes or 
whatever else, the hacker now has your eBay credentials. 

It is possible to keep the password madness under control. Ask 
your IT provider about enterprise password management 
software and tips to create unique, memorable, but secure 
passwords.  You might be surprised by how easy it is. The 
bottom line is that no matter how much of a pain it is, it is very 
important to have different passwords for each online account. 
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Security Tip #38: Don't just throw out that old 
computer 
Are you getting rid of old computers or servers? Did you know 
that the components used in technology equipment are not 
landfill-safe? On top of the environmental hazards, unprotected 
e-waste typically contains a lot of confidential and private 
information in the form of saved passwords, Internet history, 
and files left on the retired computer or server. 

As a first prevention step, find a local recycling facility where e-
waste can be safely disposed of. And make sure to take the 
following #1 security precaution before you haul it off: remove 
and destroy the hard drives. A drill and hammer usually do the 
trick just fine. Alternatively, many companies that shred paper 
documents will also destroy your hard drives. 

Security Tip #39: Is this request really from the 
boss? 
A common scam going around requires everyone to be on their 
toes. Here's the situation, an email comes in from the boss 
asking you to email a copy of employee pay stubs, tax 
information, and files with confidential data such as social 
security numbers in them.   

A recent version of this scam requests that you go out and 
purchase gift cards in large quantities for employee gifts, and 
then snap pictures of the codes on the back and email them 
back to the sender.  

In another example, the boss asks for a transfer or ACH 
payment to a vendor or a different bank account. The problem: 
even though it has the boss's email address and name and 
appears to come from the big guy, it is still a scam. To 
compound problems, a lot of bosses DO legitimately send these 
types of emails. 
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If you get a request relating to personal, confidential 
information or a request for banking transactions from 
someone in your organization, you must double-check that it 
really came from that person. In lots of cases, a quick text 
message is an easy confirmation. And even if it's a legitimate 
request, never send confidential information like social 
security numbers (or attachments with this information inside 
of them) without taking precautions to password-protect and 
encrypt the message first. If it doesn't feel right, it's probably 
not right. 

Security Tip #40: Basic cybersecurity training 
Think fast: what's the first thing you do after realizing you just 
replied to the email from the Nigerian prince wanting to give 
you a sum of $34 million? Okay, you most likely didn't respond 
to that, but the concept remains. Do you know what to do 
immediately upon discovering a virus, email threat, or another 
cybersecurity issue? 

You need to have step-by-step instructions about what to do if 
employees believe they have witnessed a cyber-incident. 
Training needs to happen NOW - not when the problem is 
happening. A simple training program can be very effective. 
Things like physically disconnecting the machine from the 
network (or the power from the machine), notifying your IT 
company of any suspicious emails or unusual activity and what 
to do if you lose your mobile device are all parts of a simple yet 
effective employee cybersecurity plan. 

Security Tip #41: Do you enter your PIN when you 
use your debit card? 
We live in a mostly cashless society these days. Our parents 
wouldn't have ever thought to pay for a $1.50 cup of coffee 
with plastic; now it's commonplace. How you swipe that 
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plastic, though, makes a big difference in how you are 
protected from your neighborhood cyberthief. 

If you enter your PIN when you run a debit card transaction, 
STOP! Run the card as credit. Not only will you not have to 
enter the PIN, you'll almost always get more anti-fraud 
protection should you have a problem with a purchase or if the 
card number is stolen. In addition, always use the card as 
credit when shopping online, out of town on vacation or 
business, or when making large purchases. Running your 
transaction through the credit card network instead of the 
bank network offers these additional protections - plus it's 
faster! 

Security Tip #42: Do you allow guests to access 
your Wi-Fi network? 
Do you have guest access on your company Wi-Fi network? Or 
do you simply give out the same password that your 
employees use? If you give out your password, you're 
practically opening the door for anyone to come in and steal 
private information, infect your private computers and even 
steal customer credit card data if you are processing them over 
the same Internet connection. 

The key to providing free guest Wi-Fi access is in segregation 
and security. Your Wi-Fi guests need to be completely isolated 
and segregated from your private network. Your guests should 
not be able to reach your internal computer network, credit 
card terminals, or other network-connected devices. Don't 
know how to enable guest Wi-Fi access? Reach out to a trusted 
IT partner to help you out. 

Security Tip #43: New quarter, new password 
It's a wise idea to follow the calendar year when changing 
passwords to your online sites, financial/banking sites, and 
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computer systems. We recommend you change these 
passwords at least once every three months. It's also important 
you don't reuse passwords or use the same passwords for two 
different resources. 

If your social media account gets hacked, you don't want the 
attacker also to be able to gain access to your Amazon.com and 
banking accounts simply because you used the same password 
for both sites. Maintaining separate passwords is a lot of work, 
but the cyber society we live in, demands it.  A good password 
will be composed of both lowercase and CAPITAL letters, 
numbers and !@#$%A (symbols). Passwords for various sites 
should always be different, but they can be similar. You may 
use J@nu@ryl! for site A and J@nu@ryl@ for site B. 

Security Tip #44: Should my computer be 
encrypted? 
It's another Tuesday in the airport, and you just cleared the 
TSA line and went to the pretzel shop for a quick bite before 
you catch your plane. You sit your laptop down to get a straw, 
and the next second, your laptop is gone. It's not in sight, nor is 
the thief who stole it. 

If you have a password on your laptop, that will likely prevent 
the thief from immediately having access to your private 
documents. What it doesn't stop is someone removing the hard 
drive from your laptop and connecting it to another computer. 
Suddenly your hard drive is sitting there, ready to browse, just 
like any other folder or drive letter. 

What do you do? Encrypt it! A good first step toward 
protecting the hard drive of your laptop and other mobile 
devices is to encrypt it. With the drive encrypted, a thief can't 
just pull it out, hook it up and suddenly have access to all your 
files. At least you've made it pretty hard for them to get to your 
data. 
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Security Tip #45: Is it time for cybersecurity 
planning? 
The time to start planning for a security threat isn't during a 
virus outbreak or immediately after you discover funds 
transferred within your banking accounts. Decisions and 
judgments made during this time are typically driven by 
emotion and not facts. The time to make those cyberthreat 
plans is now. Things to consider when you're planning: 

• Physical access to your building(s) 
• What to do with lost or stolen mobile devices 
• PCI (payment card industry) compliance 

requirements 
• Data-breach incident response 
• Threat monitoring 

There are great resources out there for businesses that just 
don't: know where to start with cybersecurity. Take a look at 
http:/ / www.fcc.gov/cyberplanner for a customizable guide to 
where to get started with operational and organizational 
planning. 

Security Tip #46: Is my PCI compliance good 
enough to serve as a network cybersecurity audit? 
We often get asked if an organization has passed their PCI 
compliance requirements for accepting credit cards; is there 
really a need for more security and compliance? The answer is 
yes! While the PCI architecture and requirements heavily 
overlap network security issues, a network security audit is 
going to take a deeper look into how you utilize the technology 
you own. Most businesses typically need to conduct a network 
security audit at the same time they conduct a PCI audit.  

The PCI regulations have gone a long way toward making 
every business that accepts credit cards become more secure, 
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it's a threat to the payment industry to have unsecured 
businesses responsible for millions in fraudulent charges. A 
good network security audit at the same time as your PCI audit 
typically provides for a balanced scale when weighing security 
and functionality. 
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FREE BONUS CHAPTER:  How to Choose an 

IT Company That Will Make Your Firm Run 

Smoother than Ever Before 

Should You Hire a Full-Time IT Manager? 
In most cases, it is not cost-effective for companies with under 
25 employees to hire a full-time IT person, because you can 
outsource this function far cheaper and with a lot less work; 
but you DO want to hire a professional to perform basic 
maintenance just as I would hire an attorney to handle my 
legal matters or an accountant to prepare my taxes.  

A common way that firms handle their IT needs is with what I 
call the “go-to-guy.” Here’s the way this usually works.  When 
your company is small someone on your staff that “knows a 
thing or two” about computers becomes the company’s person 
to call for computer issues.  Usually, this person’s primary job 
is not IT.  Often, I find an office manager or young attorney in 
this position. 

However, as your company grows, two things tend to happen, 
forcing you to make some tough decisions.  First, as the 
complexity of your IT environment increases (usually between 
five and ten computers), this person will start spending more 
time putting out IT fires than actually doing their primary job. 

The second situation is when something comes along that is 
honestly outside this person’s skill set.  Since nobody likes to 
be “wrong,” this staff member will spend LOTS of time trying to 
resolve the issue for the company or will make the problem 
worse. 

In either of the two examples I’ve given above, the biggest issue 
that you, as the business owner, must come to terms with is 
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cost.   You now have a person who, in most cases, was hired to 
perform one task, and is now performing two tasks (one of 
which they may not be truly qualified for).  When resolving 
computer issues become that person’s primary daily activity, 
your company will lose money due to lost profits, sales, and 
productivity.   

Billable time is king.  If your office manager or an entry-level 
attorney are spending more time focusing on computer issues 
than billing or adding to your efficiency, then it’s time to 
outsource your IT functions to a partner you can trust. 

Why Regular Monitoring and Maintenance Is 
Critical for Today’s Computer Networks 
The fact of the matter is computer networks absolutely, 
positively need ongoing maintenance and monitoring to stay 
secure. The ever-increasing dependency we have on IT 
systems and the data they hold — not to mention the type of 
data we’re now saving digitally — has given rise to very smart 
and sophisticated cybercrime organizations who work around 
the clock to do one thing: compromise your networks for 
illegal activities.  So yes, they DO target firms like yours.   As a 
matter of fact, small businesses make perfect targets because 
they usually don’t have the knowledge or resources in place to 
adequately protect against such hackers and thieves. 

In most cases, the intent is to access financial information and 
passwords to rob you (or your clients), create fake identities 
for credit card fraud, etc. In other cases, they may want to use 
your computer network to send illegal spam, host pirated 
software and spread viruses. Some do it just for the “fun” of 
being able to make computer systems inoperable. These 
criminals work around the clock in teams, constantly finding 
and inventing new ways to get around your antivirus software 
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and firewalls; that’s why you have to remain ever vigilant 
against their attacks. 

Of course, this doesn’t even take into consideration other 
common “disasters” such as rogue employees, lost devices, 
hardware failures (which are the #1 reason for data loss), fire 
and natural disasters and a host of other issues that can 
interrupt or outright destroy your IT infrastructure and the 
data it holds. Then there’s regulatory compliance for any 
business hosting or touching credit card or financial 
information, medical records and even client contact 
information such as email addresses. 

Preventing these problems and keeping your systems up and 
running (which is what managed IT services is all about) is a 
LOT less expensive than waiting until one of these things 
happens and then paying for emergency IT services to restore 
your systems to working order (break-fix). 

Keeping things running smoothly, and being proactive, not 
only helps you sleep easy at night but, in the long run, costs you 
less over time. 

Comparing Apples to Apples:  
The Predominant IT Service Models Explained 
Before you can accurately compare the fees, services, and 
deliverables of one IT services company to another, you need 
to understand the three predominant service models most IT 
companies fit within. Some companies offer a blend of all 3, 
while others are strict about providing only one service plan. 
The three predominant service models are: 
 

• Time and Materials. In the industry, we call this 
“break-fix” services. Essentially you pay an agreed-upon 
hourly rate for a technician to “fix” your problem when 
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something “breaks.” Under this model, you might be 
able to negotiate a discount based on buying a block of 
hours. The scope of work may be to resolve a specific 
problem (like removing a virus), or it may encompass a 
large project like a computer network upgrade or move 
that has a particular result, and end date clarified. Some 
companies will offer staff augmentation and placement 
under this model as well. 
 

• Managed IT Services. This is a model where the IT 
services company takes the role of your “IT 
department” and not only installs and supports all the 
devices and PCs that connect to your server(s), but also 
offers phone and on-site support, antivirus, security, 
backup and a host of other services to monitor and 
maintain the health, speed, performance and security of 
your computer network.  This is all done under an 
agreed-upon monthly fee and usually has a 1 to 3-year 
contract associated with it. 
 

• Software Vendor-Supplied IT Services. Many 
software companies will offer IT support for their 
customers in the form of a help desk or remote support 
for an additional fee. However, these are typically 
scaled-back services, limited to troubleshooting their 
specific application and NOT your entire computer 
network and all the applications and devices connected 
to it. If your problem resides outside of their specific 
software or the server it’s hosted on, they can’t help you 
and will often refer you to “your IT department.” While 
it’s often a good idea to buy some basic-level support 
package with a critical software application you use to 
run your business, this is not enough to provide the full 
IT services and support most businesses need to stay up 
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and running. 
 

When looking to outsource your IT support, the two service 
models you are most likely to end up having to choose between 
are the “managed IT services” and “break-fix” models. 
Therefore, let’s dive into the pros and cons of these two 
options, and then the typical fee structure for both. 

Managed IT Services Vs. Break-Fix:  
Which Is the Better, More Cost-Effective Option? 
You’ve probably heard the famous Benjamin Franklin quote, 
“An ounce of prevention is worth a pound of cure.” I couldn’t 
agree more — and that’s why it’s my sincere belief that the 
managed IT approach is, by far, the most cost-effective, 
smartest option for any law firm with between 5 and 100 
computers. There are only a couple of times I would 
recommend a “time and materials” approach. 

The first is when you already have a competent IT person or 
team proactively managing your computer network and have a 
specific IT project to complete that your current in-house IT 
team doesn’t have the time or expertise to implement (such as 
a network upgrade or installing a backup solution). 

Next is when you are smaller than five computers.  At this level, 
your company is usually not generating enough revenue to 
justify the monthly cost.  However, one important exception is 
if the IT company’s managed services include hardware and 
software with a fixed fee (a rarity).  If so, and you’re in need of 
new computer systems, then rolling that into the monthly fee 
allows your company the ability to grow and pay for computer 
hardware and software that you may not otherwise be able to 
pay for all at once. 

Outside of these specific scenarios, I do not believe the break-
fix approach is a good idea for general IT support for one very 
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important, fundamental reason: you’ll ultimately end up paying 
for a pound of “cure” for problems that could have easily been 
avoided with an “ounce” of prevention. 

Why “Break-Fix” Works Entirely in The 
Consultant’s Favor, Not Yours 
 
Under a “break-fix” model, there is a fundamental conflict of 
interests between you and your IT firm. The IT services 
company has no incentive to stabilize your computer network 
or to resolve problems quickly because they are getting paid by 
the hour; therefore, the risk of unforeseen circumstances, 
scope creep, learning curve inefficiencies and outright 
incompetence are all shifted to YOU, the customer. Essentially, 
the more problems you have, the more they profit, which is 
what you DON’T want. 

Under this model, the IT consultant can take the liberty of 
assigning a junior (lower-paid) technician to work on your 
problem which may take two to three times as long to resolve 
an issue that a more senior (and more expensive) technician 
may have resolved in a fraction of the time. There is no 
incentive to  properly manage the time of that technician or 
their efficiency properly, and there is every reason for them to 
prolong the project and to find MORE problems than solutions. 
Of course, if they’re ethical and want to keep you as a client, 
they should be doing everything possible to resolve your 
problems quickly and efficiently; however, that’s akin to 
putting a German shepherd in charge of watching over the ham 
sandwiches.  Not a good idea. 

Second, it creates a management problem for you, the 
customer, who now has to keep track of the hours they’ve 
worked to make sure you aren’t getting overbilled; and since 
you often have no way of really knowing if they’ve worked the 
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hours they say they have, it creates a situation where you 
really, truly need to be able to trust they are 100% ethical and 
honest AND tracking THEIR hours properly (not all do).  

Finally, it makes budgeting for IT projects and expenses a 
nightmare since they may be zero one month and thousands 
the next.   This is one of the biggest frustrations I’ve seen from 
small business owners throughout my 30 years in this 
business.  When you rely solely on your IT company to put out 
fires, it’s already too late.  The following bill is always more 
than expected and, always an unexpected, un-planned for 
expense that is painful for businesses of your size (any size 
really).   

What to Look for in a Managed IT Services 
Agreement and What You Should Expect to Pay 
Important! Please note that the following price quotes are 
based on what our customers and we have found as average 
rates here in our area.  I am  providing this information to give 
you a general idea of what most IT services firms charge and to 
help you understand the VAST DIFFERENCES in service 
contracts that you must be aware of before signing on the 
dotted line. Please understand that this does NOT reflect our 
pricing model or approach, which is simple, to understand 
what you want to accomplish FIRST and then customize a 
solution based on your specific needs, budget, and situation.  

Hourly Break-Fix Fees: Most IT services companies selling 
break-fix services charge between $40.00 and $150.00 per 
hour with a one-hour minimum. In most cases, they will give 
you a discount of 5% to as much as 20% on their hourly rates if 
you purchase and pay for a block of hours in advance.  

The wide range in prices usually comes from the size of the IT 
company itself.  On the lower end of the scale, you find one and 
two-person companies, often start-ups that have turned a 
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hobby into a business and work out of their home.  Of course, 
their overhead is significantly lower than a well-established, 
multi-technician organization, partly because they neglect 
things like investment in training and proper business 
insurance coverages.   

On the higher end of the spectrum, you will find larger IT 
organizations with multiple engineers, well-designed 
processes and procedures in place, dedicated help desk and 
monitoring staff, and well insured, financially sound 
organizations.  Of course, with this comes more overhead.  You 
will also tend to find better qualified, more experienced 
engineers at this level.  The reason is that companies that 
charge higher, but still industry standard rates, can afford to 
hire and keep, better quality engineers.  This ultimately means 
more efficient engineers that can handle a broader range of 
business-specific IT issues. 

If they are quoting a project, the fees range widely based on 
the scope of work outlined. If you are hiring an IT consulting 
firm for a project, I would suggest you demand the following: 

• A very detailed scope of work that specifies what 
“success” is. Make sure you detail what your 
expectations are in performance, workflow, costs, 
security, and access. The more detailed you can be, the 
better. Detailing your expectations upfront will go a 
long way in avoiding miscommunications and 
additional fees later on to give you what you REALLY 
wanted. 

• An agreed-upon frame for completion. Agreeing to 
this upfront aligns both you and the consultant’s 
agenda. For our company, this is a project plan that 
outlines, in detail, what we are going to do and what our 
target dates are. 
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• A pre-project audit of your network that also 
includes discussions with all your key employees to 
review business goals, current processes, and 
technology challenges that you are currently facing.  
Sometimes an IT company will call this a network audit.  
In most cases, this usually includes visual inspection of 
your current systems, a brief engineer-speak discussion 
about “what system requirements do you think you 
need,” and maybe running some software that collects 
data about your computer systems as they are now. 
 
However, in order to really create an accurate project 
plan, and avoid scope creep (where unknown problems 
begin to cause the project to take longer than originally 
anticipated), the company should have an in-depth 
knowledge of your existing network AND business 
goals.  Simply matching equipment to system 
requirements laid out by one of your software programs 
is too short-sighted to be cost-effective.   

Most managed IT services firms will quote you a monthly fee 
based on the number of devices they need to maintain, back up, 
and support. In Janesville, that fee is somewhere in the range of 
$100 to $300 per server, $20 to $150 per desktop and 
approximately $10-$20 per smartphone or mobile device.   

I know that’s a pretty broad range but, as we’ve discussed, it’s 
what’s included in that fee that’s truly important.  For some, 
these prices only include “monitoring,” or maybe some remote 
support.  Of course, the more all-inclusive the support is, the 
more truly flat fee it will be.  There will be fewer surprises 
throughout the terms of your contract if the contract is more 
inclusive.  Of course, that also means that the monthly fee will 
be higher.   
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If you hire an IT consultant and sign up for a managed IT 
services contract, here are some things that SHOULD be 
included (make sure you read your contract to validate this): 

• Security patches applied weekly, if not daily, for urgent 
and emerging threats.  Patches and updates are one of 
the most critical and challenging parts of protecting 
your network from cyber-bad-guys.  As with all the 
services below, these should not be left to be managed 
by a piece of software alone and require a human being, 
a real live engineer, to be checking on these weekly, if 
not daily. 

• Antivirus updates and monitoring.  The first thing most 
virus programs try to do is disable your antivirus 
software.  Quietly and without letting you know.  The 
best protection is to have software in place, that alerts 
your IT company directly (most programs don’t), and 
then they can personally follow up with any potential 
threats.  The software that your IT company uses should 
have several important features.  First, be sure that it is 
a business-grade product.   The off-the-shelf products 
and those made for home users are good, but they lack 
centralized management.  This means that, in a 
networked environment, there is no way (except 
touching each computer individually) to set policies 
about what is allowed and what isn’t.  Further, a truly 
excellent malware protection product will also allow 
your IT vendor to monitor for suspicious activities and 
alert him so that he can take immediate action, should a 
virus get through. 

• Firewall updates and monitoring.  Software and 
hardware firewalls are a necessity in today’s Internet-
based world.   Most consumer-grade equipment is not 
good enough for a small firm’s network.  Further, we see 
time and time again where hardware firewalls are 
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installed and improperly configured, leaving your 
company exposed to outside threats.  At the very least, 
there should be regularly scheduled audits of these 
items (by a person) to verify that your equipment has 
the latest security firmware and patches. 

• Backup monitoring and test restore.  This should be 
monitored (by a human) daily.  Your backup, which 
should be taking several snapshots of your servers and 
key computers throughout the day (not just once a 
night), needs to be tested frequently.  It’s more common 
than you think for backups to fail, or become corrupted, 
without anyone ever knowing about it, until it’s too late.  
Further, backups should be able to restore your systems 
in 20 minutes to an hour.  Most backup solutions that IT 
companies use simply back up files.  If they do take 
regular snapshot images of your servers, they are not 
easy to test, and they are not easy to restore from if you 
were to have a hardware failure.  The goal with any 
backup solution is to not only allow you to restore lost 
files but to get your business up and running again fast 
in the case of a disaster or hardware failure (the most 
common cause of data loss). 

• Spam-filter installation and updates.  A rock-solid email 
filtering service protects not only against junk mail but 
against viruses and phishing (identity theft) scams as 
well.  A quality product will also include an emergency 
mailbox feature.  This feature protects your business 
against downtime.  We all depend on our email being up 
and working.  However, regardless of how your email is 
configured (on-site or hosted somewhere), outages can 
still cause your email to stop working and bring your 
business to a halt.  Having a failover service ensures 
that you have access to vital communications all the 
time.  
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• Regularly scheduled on-site business reviews.  Here’s a 
place where many IT companies will really skimp.  
Why?  Because it’s costly.  However, I highly 
recommend that you meet regularly with your IT 
company, face-to-face to have a business review.  What 
you are looking for here is a personal meeting with you 
and someone from your IT company (preferably the 
owner or another key person – NOT an engineer), to 
discuss business topics.  To truly serve your firm’s IT 
needs, your IT company must understand YOUR 
business.  They must know what your plans are for 
growth, employees, new software, new regulations, and 
discuss what to expect in the upcoming quarter.  Just 
like you need to meet with your employees on a regular 
basis, to make sure you are all on the same page, you 
and your IT company should also have these types of 
meetings. 

• Dedicated Help Desk.  In many IT companies, especially 
one or two-person shops, having a dedicated person, 
waiting in the office to take your problems, is not 
possible.  That impacts their service delivery in 
important ways.  If there is no dedicated staff that “stays 
put” in the office, not only might you have to call around 
to reach an engineer to solve a key problem for you, but 
there won’t be anyone to monitor the items I have 
discussed above.  If that is the case, then at best, they 
have installed monitoring software on your system and 
wait for it to send them alerts, maybe via email or 
phone.  However, what happens if a critical alert on 
your network occurs, and your engineer is in a 
basement somewhere, working on someone else’s 
system?  How quickly can they respond?  Would they 
have your information at hand to help?  Would they 
even get the alert?   
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The following services might not be included and will often be 
billed separately. This is not necessarily a “scam” or unethical 
UNLESS the managed IT services company tries to hide these 
fees when selling you a service agreement. Make sure you 
review your contract carefully to know what is and is NOT 
included! 

• Hardware, such as new servers, PCs, and laptops, etc.  
The best-in-class IT businesses include hardware, 
software, and equipment in their monthly fees.  This 
means higher monthly fees but, again, fewer surprises 
throughout the year.  Also, for your business, paying for 
your hardware over time (we call that Hardware as a 
Service – HaaS), may make sense for you.  This allows 
you to avoid huge capital outlays and allows you to 
categorize your equipment as business expenses, every 
month.  You should know that including hardware and 
software licenses in your monthly fee is difficult for 
smaller, less mature, IT companies to do.  Many don’t 
have the financial stability or buying power to do this.  
Meanwhile, stable, well-established companies have 
relationships with financing companies that allow them 
to provide this higher-than-normal service to their 
clients. 

• Software licenses.  At the very least, it just makes sense 
to include the base set of licenses your company needs 
to function, with the monthly fee.  Microsoft Office, any 
server licenses, spam filtering, antivirus, and sometimes 
even your main business application can easily be 
included in your monthly service contract.  This avoids 
those annual “pending renewals” and ensures that the 
IT company takes care of them for you. 

• On-site support.  I’ve mentioned before that many 
Managed Service IT providers don’t include on-site 
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support, mostly because it’s costly.  However, it is often 
significantly more efficient than working remotely. 

• New additions, changes, and projects.  As your business 
grows, you may find that you are adding staff, moving, 
or taking on projects that were not included in the 
original agreement.  You’ll need to know how your IT 
company will handle these “extras” as they occur.  Of 
course, you should expect to pay for new equipment 
and software and such if you add users.  However, is the 
setup included?  Is working with vendors on a new 
branch or an office move included?  In most cases, a 
Managed Services contract is designed to support your 
network as it is when the agreement was entered into.  
Therefore, it’s standard practice for any changes, such 
as these, would be billable as actual projects.  In some 
cases, the preliminary consulting about a change is 
covered under the agreement, and it’s just the 
implementation that is considered outside of the 
contract’s scope. 

• Parts warranties.  It’s important to understand how 
your contract handles hardware failures for any 
equipment that is not new.  Some companies will take 
on a contract where they do not require the 
replacement of any equipment.  However, when it fails, 
you are responsible for the costs of repairing or 
replacing the equipment, which may include extra labor.  
This, of course, reduces the predictability of your costs 
but, results in lower monthly fees.  Other companies 
(ours included) will cover the cost of replacing parts in 
existing equipment we adopt with the contract. 

Warning! Gray areas of “all-inclusive” service contracts. In 
order to truly compare the “cost” of one managed IT services 
contract to another, you need to make sure you fully 
understand what IS and ISN’T included AND the “SLA” or 
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“service level agreement” you are signing up for. It’s VERY easy 
for one IT services provider to appear far less expensive than 
another UNTIL you look closely at what you are getting. 

My biggest advice is to evaluate what you are getting for your 
money, not how much it costs.   

 

 

  



Essential Cyber Security for Your Law Firm 

 

108 

  



Essential Cyber Security for Your Law Firm 

 

109 

FREE BONUS CHAPTER:  The 4 Most Costly 

Misconceptions About Computer 

Maintenance and Repair 

Misconception #1: My computer network doesn’t 
need regular monitoring and maintenance. 
This is probably one of the biggest and costliest 
misconceptions that business owners and law firms have. 
Usually, this is because they’ve been fortunate enough to have 
never encountered a major disaster; but that’s similar to 
someone thinking they don’t need to wear a seat belt when 
driving a car because they’ve never had an accident.  

Computer networks are complex and dynamic systems that 
need regular updates and maintenance to stay up, running fast 
and problem-free. In fact, it’s surprising how fast a brand-new 
PC will slow down after a few weeks of use without proper 
updates and maintenance. Here are just a FEW of the critical 
maintenance tasks that need to be done on a weekly, if not 
daily, basis: 

• Security patches applied and verified 
• Antivirus updates and monitoring 
• Firewall updates and monitoring 
• Backup monitoring and test restores 
• Spam-filter installation and updates 
• Spyware detection and removal 
• Monitoring disk space on workstations and servers 
• Monitoring hardware for signs of failure 
• Optimizing systems for maximum speed 
• Internet speed monitoring 
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Your computer network is just like a car: if you don’t change 
the oil, replace the filter, rotate the tires, flush the transmission 
and perform other regular maintenance on your car, it will 
eventually break down and cost you FAR MORE to repair than 
the cost of the basic maintenance – and a car is far simpler than 
a computer network! 

If your computer support tech does not insist on some type of 
regular monitoring and maintenance of your network then DO 
NOT HIRE THEM. Lack of system maintenance is the NUMBER 
ONE reason most people end up losing valuable files and 
incurring heavy computer repair bills. If your technician isn’t 
offering you these services, you need to find someone else to 
support your computer or network for two reasons: 

Either they don’t know enough to make this recommendation, 
which is a sure sign they are horribly inexperienced, OR 

They recognize that they are profiting from your computer 
problems and don’t want to recommend steps toward 
preventing you from needing their help on an ongoing basis. 
After all, they’ll get paid MORE to remove a virus than to make 
sure your system is patched, updated, and secured (which can 
be done quickly and inexpensively with good monitoring and 
the right processes in place). 

Either reason is a good one to get as far away from that person 
as possible! 

Misconception #2: My nephew/neighbor’s 
kid/brother-in-law/office manager knows this 
computer stuff and can take care of our computers. 
Most people look for a part-time “guru” for one reason: to save 
a few bucks. But this often comes back to haunt them. We 
frequently get calls from business owners who desperately 
need our help to get them back up and running or to clean up a 
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mess that was caused by an inexperienced neighbor, friend or 
relative who was just trying to help.  

If the person you have working on your machine does not do 
computer repair and support for a living, there is a good 
chance they won’t have the knowledge or experience to help 
you truly, they are a hobbyist at best. And do you really want a 
part-time, inexperienced person responsible for handling 
something as important as your data and computer network? 
As with everything in life, you get what you pay for. That’s not 
to say you need to go broke to find a great technician, but you 
shouldn’t be choosing someone based on price alone. 

Many small businesses rely on what I call the “go-to-guy” for 
their technical support.  This is a staff member that knows a 
little about computers.  Often this is an office manager or 
salesperson.  At first, this usually works out fine.  However, as 
your organization grows, so do the computer issues.  
Eventually, you’ll find that your salesperson is no longer 
spending time selling or your office manager is neglecting 
other duties that reduce your efficiency and billable hours. 
This, of course, costs you money!  Not only is this person 
working in a field that is not their primary responsibility, 
increasing the chance that they will get in over their heads, or 
do serious damage to your network, but every minute spent 
also reduces the profitability and revenue from your company.    
When this occurs, it’s so much smarter, efficient, and cost-
effective to have a professional tackle the IT issues for you. 

Misconception #3: All computer technicians are 
created equal. Your best option will be the one who 
offers the lowest price. 
You get what you pay for. A low price usually means a cheap 
job. Really good technicians do NOT work cheap because they 
are in high demand, just like every other professional service 



Essential Cyber Security for Your Law Firm 

 

112 

category. The only technicians that will work cheap are those 
who are just starting, and they are grossly inexperienced.  

Some shops will hire college kids or newbie technicians 
because they will work for next to nothing to gain experience, 
OR they allow interns to support your network because they 
don’t have to pay them at all – but what you don’t realize is that 
an inexperienced technician like this can end up costing more 
because: 

They improperly diagnose problems, which means you’re 
paying them to fix the WRONG thing and they STILL won’t 
resolve your problem. Case in point: A few years ago a TV 
reporter went undercover to 8 computer repair shops in LA 
with a perfectly working PC, but simply disconnected a cable in 
the back (a fix that the AVERAGE computer tech would have 
caught in minutes with a visual inspection). Several shops 
improperly diagnosed the problem and wanted to charge them 
anywhere from $59 to over $275 to fix it! 

They could take 3 to 5 times as long to do the same repair an 
experienced technician could fix quickly. Again, you’re paying 
for those extra hours. 

They could do MORE damage, costing you more money and 
downtime.  

With your client data, accounting records, email, and other 
critical data at stake, do you REALLY want the lowest-priced 
shop working on your machine?  

We take the view that most people want value for their money 
and simply want the job done right. You will find that we are 
not the cheapest, but we don’t apologize for that. As the owner, 
I decided a long time ago that I would rather explain our higher 
rates ONE TIME than make excuses for POOR SERVICE forever. 
That said, we’re not the most expensive either. We simply feel 
that we should offer a good service at a fair price. That’s why 
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we have been able to stay in business for over 30 years and 
have hundreds of customers who’ve been with us for 5, 10, 15, 
even 20 years or more.  The company you choose to work with 
should have the same long-term vision and goals. 

Misconception #4: An honest computer support 
company should be able to give you a quote over 
the phone. 
I wish this were true, but it isn’t. As an attorney you know that 
that every case is different and it’s nearly impossible to 
provide an accurate assessment over the phone. 

An honest and professional technician will need to diagnose 
your network before they can quote any price over the phone; 
consider the example above were all that was needed was to 
plug in a simple cable. If someone brought that to us, we would 
just plug it back in and not charge them; but without SEEING 
the machine, we could have never diagnosed that over the 
phone. 

Using the analogy of the doctor, attorney or car mechanic that, 
before being able to tell you how much something is going to 
cost, needs to perform his own diagnostics, it’s true with the IT 
industry as well.  Further, while you may have a good idea of 
what the issue is, a trustworthy IT company will still demand 
that they perform their own set of diagnostics, just like you 
would not take a new clients’ “word for it” about the true 
nature of a legal issue. 

Even if you called around and got five different hourly-rate 
quotes, they could range from $40.00 to $150.00 per hour in 
our area.  The lowest price company may not be the quickest, 
most skilled, or most efficient at solving your issue.  Always 
demand that your support company perform their own 
diagnostics of your situation before giving you even an 
estimate about resolving your issue. 
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lossary  

Advanced Persistent Threat (APT): A type of targeted attack. 
APTs are characterized by an attacker who has time and 
resources to plan an infiltration into a network.  

Adware:  Software that displays advertisements on your 
computer.  

Anonymizing proxy:  Allow the user to hide their web 
browsing activity. They are often used to bypass web security 
filters—e.g., to access blocked sites from a work computer.  

Autorun worm:  Malicious programs that take advantage of 
the Windows AutoRun feature. They execute automatically 
when the device on which they are stored is plugged into a 
computer.  

Backdoor Trojan:  Allows someone to take control of a user’s 
computer without their permission.  

Business Email Compromise (BEC):  A scam targeting people 
in companies where the email appears to come from a 
superior. 

Boot sector malware:  Malware that spreads by modifying the 
program that enables your computer to start up. 

Botnet:  A collection of infected computers that are remotely 
controlled by a hacker. 

Browser hijacker:  Programs that change the default 
homepage and search engine in your Internet browser without 
your permission. 

Brute force attack:  An attack in which hackers try a large 
number of possible keyword or password combinations to gain 
unauthorized access to a system or file. 
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Buffer overflow:  Occurs when a program stores excess data 
by overwriting other parts of the computer’s memory, causing 
errors or crashes.  

Caller ID Spoofing:  A process where the caller ID appears to 
be coming from a different number than it really is, or uses an 
identifier that is faked.  

Command and control center:  A computer that controls a 
botnet (a network of compromised computers). Some botnets 
use distributed command and control systems, making them 
more resilient.  

Cookie:  Files placed on your computer that allow websites to 
remember details.  

Data leakage:  The unauthorized exposure of information. It 
can result in data theft or data loss.  

Data loss:  The result of the accidental misplacement of data, 
rather than its deliberate theft.  

Data theft:  The deliberate theft of information, rather than its 
accidental loss. 

Denial-of-service attack (DOS):  An attack that prevents 
users from accessing a computer or website.  

Data Loss Prevention (DLP):  A process or strategy that 
protects sensitive data from inadvertently being shared 
outside the network.  This often refers to software that 
attempts to recognize and protect such data. 

DNS hijacking:  The Domain Name System (DNS) is the phone 
book of the Internet. It allows computers to translate website 
names, like www.google.com, into IP address numbers so that 
they can communicate with each other. 

Document malware:  Malware that takes advantage of 
vulnerabilities in applications that let you read or edit 
documents.  
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Drive-by download:  The infection of a computer with 
malware when a user visits a malicious website.  

Encryption:  Scrambling data so that it is no longer human 
readable without first using a decryption key to reverse the 
process. 

Exploit:  An exploit takes advantage of a vulnerability in order 
to access or infect a computer.  

Fake antivirus malware: Reports non-existent threats in 
order to scare the user into installing malicious software 
and/or paying for unnecessary product registration and 
cleanup. 

Hacker:  A hacker is any skilled computer expert that uses 
their technical knowledge to overcome a problem or gain 
access to a computer system. 

Hacking:  Gaining unauthorized access to data in a system or 
computer. 

Hacktivism:  Hacking activity that’s typically for political and 
social purposes, attacking corporations, governments, 
organizations and individuals.  

Hoax:  Reports of false and unsubstantiated claims, in an 
attempt to trick or defraud users.  

Honeypot:  A form of trap security specialists use to detect 
hacking attacks or collect malware samples.  

Internet worm:  A form of malware that replicates across the 
Internet or local networks.  

Keylogging:  The process of secretly recording keystrokes by 
an unauthorized third party.  

Malware:  A general term for malicious software. Malware 
includes viruses, worms, Trojans and spyware. Many people 
use the terms malware and virus interchangeably.  
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Metadata:  Data that describes other data.  This may include 
information such as the author of a document, edits made, 
publishing date, and more. 

Mobile phone malware: Malware intended to run on mobile 
devices, such as smartphones.  

Parasitic viruses:  Also known as file viruses, spread by 
attaching themselves to programs.  

Phishing emails: The process of deceiving recipients into 
sharing sensitive information with an unknown third party 
(cybercriminal).  

Potentially unwanted application (PUA):  Programs that are 
not malicious but may be unsuitable for use in a business 
environment and may create security concerns.  

Ransomware:   Software that denies you access to your files or 
computer until you pay a ransom.  

Rootkit:  A piece of software that hides programs or processes 
running on a computer.  

Social engineering:  The methods attackers use to deceive 
victims into performing an action. Typically, these actions are 
opening a malicious webpage or running an unwanted file 
attachment.  

Social networking:  Websites allowing you to communicate 
and share information. But they can also be used to spread 
malware and to steal personal information.  

Spam:  Spam is unsolicited bulk email, the electronic 
equivalent of junk mail, that comes to your inbox.  

Spearphishing:  Targeted phishing using spoof emails to 
persuade people within an organization to reveal sensitive 
information or credentials.  
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Spoofing (Email):  When the sender address of an email is 
forged for the purposes of social engineering.  

Spyware:  Software that permits advertisers or hackers to 
gather sensitive information without your permission.  

SQL injection:  SQL injection is an exploit that takes advantage 
of database query software that doesn’t thoroughly test for 
correct queries.  

Suspicious files and behavior:  When an endpoint security 
solution scans files, it labels them as clean or malicious. If a file 
has a number of questionable characteristics or behavior, it is 
labeled as suspicious.  

Threat Actor:  Also called a malicious actor, is an entity that is 
partially or wholly responsible for a security incident that 
impacts – or has the potential to impact – an organization's 
security.” 

Trojan (Trojan horse):  Malicious programs that pretend to 
be legitimate software, but actually carry out hidden, harmful 
functions.  

Virus:  Malicious computer programs that can spread to other 
files.  

Vulnerability:  Bugs or flaws in software programs that 
hackers exploit to compromise computers.  

Zombie:  An infected computer that is remotely controlled by a 
hacker. It is part of a large group of compromised computers 
called a botnet.  
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Resources 

https://itic-corp.com/blog/2019/05/hourly-downtime-costs-
rise-86-of-firms-say-one-hour-of-downtime-costs-300000-34-
of-companies-say-one-hour-of-downtime-tops-1million/ 

https://www.identitytheftcouncil.org 

http://money.cnn.com/2017/09/16/technology/equifax-
breach-security-hole/index.html 

http://www.cnbc.com/id/102029364#. 

http://www.huffingtonpost.com/mike-pugh/no-your-small-
business-is_b_4164015.html 

http://www.forbes.com/sites/capitalonespark/2012/12/17/
5-ways-small-businesses-can-protect-against-cybercrime/ 

http://betanews.com/2014/08/15/inside-the-dark-
underworld-of-cybercrime/ 

http://www.newsweek.com/wild-wild-web-how-catch-
cybercrooks-296380 

Ponemon Institute 
http://info.resilientsystems.com/hubfs/IBM_Resilient_Brande
d_Content/White_Papers/2017_Global_CODB_Report_Final.pdf 

https://www.hackmageddon.com/2019/02/15/january-
2019-cyber-attacks-statistics/ 

https://www.proofpoint.com/us/resources/threat-
reports/quarterly-threat-analysis 

http://finance.yahoo.com/news/spam-nation-author-brian-
krebs-130000167.html  

https://www.av-test.org/en/statistics/spam/ 

https://www.mobihealthnews.com/content/dod-using-
layered-approach-improve-cybersecurity 
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http://www.computer-center.com 

https://youtu.be/cyWpWHJ7SAQ 

https://www.securitymagazine.com/articles/87787-hackers-
attack-every-39-seconds 

https://www.zdnet.com/article/this-server-was-online-for-
under-a-minute-before-cyber-criminals-started-to-hack-it/ 

https://www.secureworldexpo.com/industry-news/breach-
investigations-report 

https://www.darkreading.com/vulnerabilities---
threats/unpatched-vulnerabilities-the-source-of-most-data-
breaches/d/d-id/1331465 

https://www.av-test.org/en/statistics/malware/ 

https://www.youtube.com/watch?v=dmPF3QvzG_Y 

https://www.microsoft.com/en-us/trust-center 

https://www.onguardonline.gov 

https://docs.microsoft.com/en-
us/azure/security/fundamentals/encryption-atrest 

https://www.itnews.com.au/news/dla-piper-paid-15000-
hours-of-it-overtime-after-notpetya-attack-490495 

https://www.lawyersmutualnc.com/blog/one-in-5-law-firms-
hacked-in-2017 

https://www.americanbar.org/groups/law_practice/publicati
ons/techreport/2017/security/ 

http://download.microsoft.com/download/0/1/6/016F9068-
F426-4D28-B336-
A65CECD5C859/O365%20and%20CRM%20HIPAA%20Imple
mentation%20Guidance.pdf 

https://www.attorneyatwork.com/metadata-101-lawyers/ 

https://docs.microsoft.com/en-us/azure/security/fundamentals/encryption-atrest
https://docs.microsoft.com/en-us/azure/security/fundamentals/encryption-atrest
https://www.itnews.com.au/news/dla-piper-paid-15000-hours-of-it-overtime-after-notpetya-attack-490495
https://www.itnews.com.au/news/dla-piper-paid-15000-hours-of-it-overtime-after-notpetya-attack-490495
https://www.lawyersmutualnc.com/blog/one-in-5-law-firms-hacked-in-2017
https://www.lawyersmutualnc.com/blog/one-in-5-law-firms-hacked-in-2017
https://www.americanbar.org/groups/law_practice/publications/techreport/2017/security/
https://www.americanbar.org/groups/law_practice/publications/techreport/2017/security/
http://download.microsoft.com/download/0/1/6/016F9068-F426-4D28-B336-A65CECD5C859/O365%20and%20CRM%20HIPAA%20Implementation%20Guidance.pdf
http://download.microsoft.com/download/0/1/6/016F9068-F426-4D28-B336-A65CECD5C859/O365%20and%20CRM%20HIPAA%20Implementation%20Guidance.pdf
http://download.microsoft.com/download/0/1/6/016F9068-F426-4D28-B336-A65CECD5C859/O365%20and%20CRM%20HIPAA%20Implementation%20Guidance.pdf
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FREE Cyber Security Assessment for 
Readers of this Book 

I sincerely hope that you found this book useful and it made you 
consider your firm’s current security.  If you’ve got a trusted IT 
professional right now, then great!  Use this book as a discussion 
starter.  If you don’t have a trusted IT provider, or would simply like 
a second opinion, and are in the Southern Wisconsin or Northern 
Illinois area, then, as a reader of this book and prospective new 
client, I’d like to offer you a FREE Cyber Security Assessment, a value 
of up to a $2,800.00!  

However, I can only perform a certain number of these in-depth 
assessments each month for FREE, for the right prospect.  Of course, 
my goal is to introduce you to The Computer Center, and our 
services. I’m hopeful that, once you’ve met our team and seen how 
we are different from the “other guys” out there, you will become a 
lifelong client. 

But not everyone we come into contact with is a good fit for our 
services.  We get that.  So, in order to determine if you qualify for a 
FREE Cyber Security Assessment, all I ask is that you talk with one 
of our Solutions Advisors.  We will have a brief conversation about 
your company, and a few of your current concerns.   Then, we’ll give 
you an over-the-phone quote on the cost of your Cyber Security 
Assessment and, more importantly, how you can qualify to get 
your fee completely waived!  That’s right … if, after our brief (less 
than 10 minute) conversation, your company qualifies for an 
assessment, we’ll schedule your appointment for FREE! 

 

Call today to lock in your FREE Cyber Security Assessment. 

608-755-1524 www.computer-center.com 

 

Since this is an on-site visit, your company must reside in the Southern 
Wisconsin/Northern Illinois area and have at least 5 PCs. 
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