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“Why Did | Get A

Virus?”

Why No Solution is 100%
Guaranteed and How to Protect
Your Business with Layers of
Security!
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Why Small Businesses Are At Risk

Almost all companies rely heavily on their computer systems to keep track of data, day-to-day
tasks and money. Small businesses have moved away from pen and paper tracking and ledger
books just aren’t used anymore. Years of data used to take up huge amounts of space with
filing cabinets and boxes of records and paper in a storage closet, rarely accessed. The only
thing a company had to worry about was flooding, fire or rodents. All of those millions of files
can now be contained in a single computer system, on hard drives as small as 2.5 inches.

Your computer network could still be devastated by a flood or a fire, but the disaster that is more
likely to happen in this day and age is getting a computer, or even worse, a network wide virus.
The biggest risk of keeping all of your company’s data on a computer network is hackers and
malicious software (malware). The Internet is strewn with malware, designed to steal data
wherever it can. Small and large businesses are at risk of losing thousands, if not millions of
dollars’ worth of data. Data theft due to improper protection can leave your business liable for
those whose data is stolen, and can lead to legal action that can potentially shut a business
down.

Most of you reading this right now have Antivirus software installed on your business
computers. Antivirus software is good-and a necessary layer of security on your businesses
network-but it’s no longer enough on its own. Every single day, hackers are coming up with
new, more advanced viruses and malware, ready to steal your businesses data to make money
for themselves. With CryptoLocker, for example, it's often not detected until the virus has
already started to encrypt your files.

What Are The Risk Sources?

The following definitions will help you better understand the most popular sources of infection,
and how different types of viruses/malware works.

1. Malware- Malware is a general term for malicious software including viruses, worms,
Trojans and spyware. Many people use the terms malware and viruses interchangeably.

2. Viruses - Viruses are computer programs that can spread by making copies of
themselves. You might receive an infected file in a variety of ways, including via an email
attachment, in a download from the Internet, or on a USB drive. Viruses can attach
themselves to other programs or hide in code that runs automatically when you open
certain types of files. Some viruses even live in the advertising on valid websites. They
can infect your system just by viewing the web page!

3. Key loggers - Keylogging is when keystrokes are secretly recorded by an unauthorized
third party. This is a common payload in malware because it is an effective way to steal
usernames, passwords, credit card details and other sensitive data.

4. Phishing Attempts - Phishing refers to the process of tricking recipients into sharing
sensitive information with an unknown third party. Typically, you receive an email that
appears to come from a reputable organization, such as:

© 2016 Computer Center, Inc. — ALL RIGHTS RESERVED Page 2 of 11



AN g{,“fnpute, 1 Parker PI., Ste. 655, Janesville, WI 53545 608-755-1524

enter—

Banks

Social Media (Facebook, Twitter)

Online games

Online services with access to your financial information (e.g., iTunes, student
loans, accounting services)

e Departments in your own organization (from your technical support team, system
administrator, help desk, etc.)

The email includes what appears to be a link to the organization’s website. However, if
you follow the link, you are connected to a phony copy of the website. Any details you
enter, such as account numbers, PINs or passwords, can be stolen and used by the
hackers who created the bogus site.

Sometimes the link displays the genuine website but superimposes a bogus pop-up
window. You can see the address of the real website in the background, but the details
you enter in the pop-up window can be stolen.

To better protect against phishing attacks, its good practice not to click on links in email
messages. Instead, you should enter the website address in the address field and then
navigate to the correct page, or use a bookmark or a Favorite link.

Phishing attacks via email are beginning to include an offline aspect to convince well-
trained users to still leak information. Phishing schemes also use phone numbers and
fax numbers in addition to websites.

Anti-spam software can block many phishing-related emails, and web security software
can block access to phishing-related websites.

5. Hacking - Hacktivists typically hack for political purposes, attacking corporations,
governments, organizations and individuals. They also steal data for monetary gain.
Encryption is the best way to protect against hackers and unauthorized access of
sensitive data.

6. Internal Sources - Not having a company-wide written Internet and computer usage
policy, not educating your staff about how to avoid viruses, how to avoid phishing, how
to choose secure passwords and how to be safe on the Internet can increase the risk of
internal sources letting a virus or malware through the layers of security. It is very
important to also educate staff about using good, strong passwords, rather than
something generic, or even easy to remember.

Most Small Businesses Have a Single Layer of Security -

Antivirus Software

Today’s security landscape requires more than basic Antivirus software, it requires proactive,
layered protection. A business must implement more than just Antivirus to meet the challenges
of today’ threats.
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Antivirus software, which is used to prevent, detect and remove or disarm malicious computer
programs and malware threats, is not sufficient protection on its own because it only protects
against the bad software that Antivirus software programmers already know exists. Essentially,
Antivirus software is only a reactive technology. A threat needs to be known to write a detection
for it. So, although Antivirus software does a good job of catching new variants of existing
threats, it doesn’t catch everything. A determined, skilled attacker can circumvent any Antivirus
software. For instance, targeted attackers, who only need to attack a small pool of businesses,
can test, revise and rewrite their malware until they know it will avoid Antivirus detection.

For example, we have recently seen clients with Antivirus software in place get infected with
new variations of the Cryptolocker virus. While the virus has been around for a few years, the
attackers have revised this malware to get around Antivirus programs that previously had the
virus in their sights. Keep in mind, not only can a virus corrupt your files and bring down your
network, but it can also hurt your reputation. If you or one of your employees unknowingly
spreads a virus to a customer, or if the virus hijacks your email address book, you're going to
make a lot of people very angry.

Also, you need to know - A Virus’s first priority is often to disable whatever Antivirus
software you have in place. It is the FIRST target!

Why You Need Layers of Security

While it's impossible to plan for every potential computer problem or emergency, a little
proactive monitoring and maintenance of your network will help you avoid or greatly reduce the
impact of the vast majority of computer disasters you could experience.

Unfortunately, we have found that most small business owners are NOT conducting any type of
proactive monitoring or maintaining their network, which leaves them completely vulnerable to
viruses or other disasters. This is primarily for three reasons:

1. They don’'t understand the importance of regular maintenance.

2. Even if they DID understand its importance, they simply do not know what maintenance
is required or how to do it.

3. They are already swamped with more immediate day-to-day fires demanding their
attention. If their network is working fine today, it goes to the bottom of the pile of things
to worry about. That means no one is watching to make sure the backups are working
properly, the virus protection is up-to-date, that critical patches are being applied, or that
the network is “healthy” overall.

Your businesses data is a valuable business asset you need to protect. This is why you need to
educate yourself and your staff about your businesses security needs. Nothing, not even
layered security is 100%, but implementing as many layers of security as possible will decrease
the likelihood of hackers or viruses breaking through. Keep in mind, once these layers of
security are in place, both maintenance and follow-up is required to keep them as effective as
possible.
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What Layers of Security Does My Business Have in Place?
If you’re not sure, ask yourself these following questions:

v Does my business have a maintenance plan in place for keeping our Operating
Systems up-to-date? (Patch Management Services or Quarterly Server Maintenance
scheduled regularly)

Does my business have a hardware or software firewall in place? (A Made-For-
Businesses Router that blocks all necessary incoming traffic)

Does my business have Antivirus software in place?

Does my business have a Web filtering device or software in place?

Does my business have Email filtering and Email encryption in place?

Do | require that employees’ passwords are complex, not easily guessable?

Do | educate myself and my staff on policies and procedures for safely navigating
the Internet and Email? (Having Internet usage policies & procedures signed &
understood by your staff)

\
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If you did not answer ‘Yes' to all of these questions, then you have left gaping holes wide open
for hackers to infiltrate your business.

What Are the Layers of Security?

The Computer Center recommends that you have the following layers of security in place to
minimize your risk of being hacked.

1) Updated Operating System

2) Hardware or Software Firewall in place
3) Antivirus Software in place

4) Web Filtering product in place

5) Email Filtering product in place

6) Education

We will go over each of these layers, explaining what they are and how implementing each layer
will help keep your business safe.

Layer 1. Updated Operating System
If ALL of your servers and computers are not completely patched and up-to-date, then you've
left the Hackers an open door to your network. The best way to keep your operating systems
updated is to have regular Patch Management and Quarterly Server Maintenance visits
scheduled, four times per year.
e Patch Management — Microsoft, and all other major software companies, are
constantly releasing important security patches and bug fixes that close holes in their
software that can be exploited by malware, hackers, and identity thieves. It's not enough
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to turn on “automatic updates” and forget about it, thinking that the updates are all going
to be installed properly. Sometimes, patches don’'t always get installed properly, and you
may not even know about it, leaving you to believe you are protected when you really
aren’t. Patches should be reviewed and rolled out regularly, and monitored monthly at a
minimum.

e Quarterly Server Maintenance — It is important to know the health of your server.
Proactively maintaining your server every few months will help make sure that your
backup solution is working, how much free disk space is remaining on the server, that
your Antivirus software is up-to-date and that Windows & 3™ party programs all have the
most current updates installed.

Layer 2: Hardware or Software Firewall

The most common hardware firewall solution we install at our clients businesses are routers. A
Network Firewall is installed on the boundary between two networks. This is usually located
between the Internet and a company network. It can be a piece of hardware (such as a router
that has a firewall — not all routers automatically come with firewalls) or software running
on a computer that acts as a gateway to the company network.

Software Firewall solutions are more commonly used by individual home users. A Software
Firewall will protect your computer from outside attempts to control or gain access to your
computer, and depending on which Software Firewall you choose, it could also provide
protection against the most common Trojan programs or email worms. The downside to
Software Firewalls is that they will only protect the computer they are installed on, not a
network, so each computer will need to have a Software Firewall installed on it.

The Firewall inspects all traffic, both inbound and outbound, to see if it meets certain criteria. If it
does, it is allowed; if not, the Firewall blocks it. Firewalls can filter traffic based on:

e The source and destination addresses and port numbers (address filtering)
e The type of network traffic (e.g., HTTP or FTP protocol filtering)
e The attributes or state of the packets of information sent.

Having a Firewall prevents unauthorized access to a computer or a network. A Firewall acts as
a barrier between networks or parts of a network, blocking malicious traffic or preventing
hacking attempts.

Layer 3: Antivirus Software

Most people falsely believe that because they have an Antivirus software program running on
their business computer networks, they won’t get any computer viruses. While Antivirus
software is probably the most popular layer of security amongst our clients, having an Antivirus
software program running on your server and computers is just not enough security on its own
in this day and age. No Antivirus software is 100%.

We went over this earlier in this report, but again, most malware/viruses begins its infection by
attempting to circumvent, then disable, the Antivirus program. Once that is done, the
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malware/virus has free reign over your computer and entire network. Many of our clients use
Trend Micro Antivirus products, which is a decent product that has worked well for many of
them. Recently, we have found another Antivirus solution we recommend, called AV Defender.
We have successfully deployed this at numerous client locations. The AV Defender product is
Antivirus software, but also includes a Web filtering function, which happens to be the fourth
Layer of Security.

Layer 4: Web Filtering

Internet (Web) Content Filtering is a crucial layer of security that most people miss, but is one of
the most effective means of protection available. Content filtering protects you from many of the
things that get past Antivirus software. Content filters increase staff productivity by allowing the
business owner to control how your staff uses the Internet. Even if you choose not to block any
access, content filters still protect you from known malicious, phishing or infected websites.
There are many Web filtering products on the market. Some of our clients use Web filtering
hardware devices, which work extremely well, but are very expensive to initially purchase, then
every year you must purchase updates to keep up with the known malicious sites out there. A
Web Filtering software product is significantly more cost effective than installing expensive
hardware devices to filter Internet traffic. The software can easily be installed, maintained and is
updated as threats are found.

Layer 5: Email Filtering

Email filtering is good protection against phishing attacks. Email threats have become more &
more aggressive and dangerous over the years. Basic spam filtering is no longer enough to
protect businesses from the assault of today’s email threats. Many of our clients use Email
filtering to clean up messy email problems. Email filtering products include inbound threat
management, content/attachment scanning, outbound protection and message continuity.

e Inbound threat management protects against the world’s latest threats, defeating zero-
hour attacks, and blocking malware and over 99% of spam well before they reach your
network.

e Outbound protection allows for increased Data Loss Prevention in both message content
and associated attachments. Data Loss Prevention, or DLP, is a strategy for making
sure that end users do not send sensitive or critical information outside the corporate
network. It also describes software products that help a network administrator control
what data end users can transfer.

e Message continuity provides immediate “user level” access to email in the event of an
outage. This is also a fully automated recovery service enabling web-based email
access, management and use during planned or unplanned outages.

Email Encryption falls under this Layer of Security as well. Email Encryption safeguards your
confidential data and enables you to maintain compliance with regulations requiring encryption
of sensitive data. Email encryption secures confidential information delivery and helps an
organization:

e Encrypt outgoing email with minimal administration
e Ensure compliance with data privacy and retention regulations
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e Integrate data loss prevention strategies

The consequences of innocently forwarding confidential information can be severe, from
significant fines to substantial business losses. You can avoid these consequences by
implementing Email Encryption. Keep in mind, if email is not encrypted, it traverses the Internet
in clear text — if someone intercepts the message, it can be read by anyone.

Layer 6: Education

Educating your staff on using smart passwords is something you can implement for next to no
cost. You should implement password complexity requirements and set up a regular password
rotation policy for all of your computer system users. Strong passwords are imperative to
making each layer of security work!

Remember, you don’t know what you don’t know. That’s what The Computer Center is here for!
We are always here to answer your questions. It is extremely important that you know and
understand that the threats to your computer network are real. Please share the information in
this report with the entirety of your staff, it is vital for your network safety to keep everyone who
is connected to the network educated.

How to Avoid Viruses, Trojans, Worms and Spyware

Lastly, we want to talk about how to avoid or prevent viruses and other threats from infiltrating
your computer networks.

e Use Antivirus Security Software & Email Filtering

o Install Antivirus software on all your desktops and servers, and make sure to
keep them up-to-date. New malware can spread extremely fast, so have an
infrastructure in place that can update all the computers in your company
seamlessly, frequently and on short notice.

o Don’t forget to protect your laptop computers and desktop computers used by
home workers. Viruses, worms and spyware can easily use these devices to
enter your business.

o To protect your business from the threats of email-borne viruses, spam and
spyware, run email filtering software at your email gateway.

o Block executable file types; it is unlikely that your organization will ever need to
receive these types of files from the outside world.

e Use aFirewall On All Computers

o You should use a firewall to protect computers that are connected to a network.
Many worms can enter even a closed network via USB drives, CDs and mobile
devices. Laptops and home workers will also need firewall protection.

e Stay Up-to-Date With Software Patches

o Software Patches often close loopholes that can make you vulnerable to
malware/virus threats.

o This includes operating system patches, such as Microsoft, as well as third party
software patches. (Adobe Acrobat, Adobe Reader, etc.)
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e Back Up Your Data
o Make regular backups of important work and data, and check that the backups
were successful.
o Find a safe place to store your backups, off-site is recommended in case of fire,
flood or burglary.
o If your computer is infected with malware/viruses, you will be able to restore any
lost programs and data.
o Any sensitive backup information should be encrypted and physically secured.
e Implement Device Control
o Prevent unauthorized devices from connecting to your computers. Unauthorized
devices like USB drives and mobile phones can carry malware that will infect a
computer when plugged in.

In Conclusion

We hope that this report has helped clarify why we recommend that all businesses have Layers
of Security in place. We also hope that you now understand why you can still get viruses, even
with Antivirus software in place. The Computer Center offers many solutions for these Layers of
Security. Some of the Layers of Security services we provide are:

e Quarterly Server Maintenance

e Patch Management

e Routers with Firewall Included

e Web Filtering Devices & Software
e Back-up Solutions

e Email Filtering

e Email Encryption

e Education

Our Business and Technology Assessment Costs up to
$2,800.00! But, Here’s How You Can Get it for FREE ...

As a perspective client I’d like to offer you our in-depth Business and Technology
Assessment, up to a §2,800.00 value. During our on-site assessment, I will send one
of my Solution Engineers and a Solution Advisor, to do an in-depth, deep-dive,
analysis of your company’s current I'T health, and business issues. During this visit
we will:

v" Diagnose slowness, problems or concerns you may have with your computer
network and explain in plain English what your options are for resolving them
quickly and inexpensively.
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v" Check for security vulnerabilities that could expose you to data loss, hackers,
and identity thieves.

v" Verify your data backups are working (Note: most times we find out that it’s
been days, even weeks, since you had a good backup!)

v" Look for hidden viruses, spyware, and security loopholes that could allow
hackers and viruses to invade your network, corrupt your data and bring your
system down.

v" Review your server logs to uncover developing problems and conflicts that will
turn into unexpected down-time.

v" Discuss how your business uses technology and what is currently holding you
back from being more efficient and profitable.

v" Review your processes and procedures, as they relate to technology, and where
you want to be.

v Much more ...

As a fellow business owner, you can appreciate that this is a considerable investment
in time and resources for the both of us. I assure you, this is no small undertaking.
Therefore, even at $2,800.00 a pop, I can only perform a limited number of these
Assessments each month.

However, I am able to perform a certain number of these in-depth assessments each
month for FREE, for the right prospect. Of course, my goal is to introduce you to
The Computer Center, and our services. ’'m hopeful that, once you’ve met our team
and seen how we are different from the “other guys” out there, you will become a
lifelong client.

But, not everyone we come into contact with is a good fit. We get that. So, in order
to determine if you qualify for a FREE Business and Technology Assessment, all I ask
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is that you talk with one of our Solutions Advisors. We will have a brief conversation
about your company, and a few of your current concerns. Then, we’ll give you an
over-the-phone quote on the cost of your Business and Technology Assessment and,
more importantly, how you can qualify to get your fee completely waived! That’s
right ... if; after our brief (less than 10 minute) conversation, your company qualifies
for an assessment, we’ll schedule your appointment for FREE!

Call today to lock in your FREE Business and Technology Assessment.
Sincerely,

James Pearson, President
The Computer Center

608-755-1524

P.S. As I mentioned, I can only do so many of these FREE Business and Technology
Assessments each month, so it’s important that you call and request to speak with one
of our Solutions Advisors today.
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